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Fortinet FortiManager Ansible Collection, Release 2.1.6

The FortiManager Ansible Collection provides Ansible modules for configuring FortiManager devices.
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CHAPTER 1

FortiManager Galaxy Versions Mapping

From fortinet.fortimanager galaxy v2.1.0 on, galaxy collections are supporting multiple FortiManager

versions, in the meantime, the new unified Galaxy collection are not breaking the backward compatibility.

The unified collections cover FMG releases ranging from v6.0 to v7.0.

FMG ver- | Galaxy Release Path to Install

sion Version date

6.0.0 2.0.0 2020/10/12 | ansible—-galaxy collection install fortinet.
fortimanager:2.0.0

6.0.0 2.0.1 2020/11/5 ansible—-galaxy collection install fortinet.
fortimanager:2.0.1

6.0.0 2.0.2 2021/4/20 ansible-galaxy collection install fortinet.
fortimanager:2.0.2

6.0.0 2.0.3 2021/5/10 ansible—-galaxy collection install fortinet.
fortimanager:2.0.3

unified 2.1.0 2021/6/25 ansible—-galaxy collection install fortinet.
fortimanager:2.1.0

unified 2.1.1 2021/6/26 | ansible-galaxy collection install fortinet.
fortimanager:2.1.1

unified 2.1.2 2021/6/28 ansible-galaxy collection install fortinet.
fortimanager:2.1.2

unified 2.1.3 2021/7/12 ansible-galaxy collection install fortinet.
fortimanager:2.1.3

unified 2.14 2021/11/8 ansible—-galaxy collection install fortinet.
fortimanager:2.1.4

unified 2.1.5 2022/4/8 ansible-galaxy collection install fortinet.
fortimanager:2.1.5

unified 2.1.6 2022/11/31 | ansible—-galaxy collection install fortinet.

latest fortimanager:2.1.6

Note: Use —f option (i.e. ansible-galaxy collection install -f fortinet.fortimanager:x.

x . x) to renew your existing local installation.
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CHAPTER 2

Version Mismatch Notes

When running with uni fied FortiManager Galaxy collections, you probably see a warning if some of the attributes
are not for the remote fortimanager targets:

[WARNING] : Ansible has detected version mismatch between FortiManager and your,
—playbook, see more details by appending option -vvv

by appending —vvv option onto the ansible-playbook command, you will see version_check_warning in the
verbose output, one example is as below:

"version_check_warning": {
"mismatches": [
"param: system_global-->private-data-encryption not supported until in v6.2.5

—
"param: system_global-->per-policy-lock not supported until in v6.4.0",
"param: system_global-->object-revision—-status not supported until in v7.0.0"
:|I
"system_version": "v6.0.0"

In the above fmgr system_global example, you are reminded that private-data-encryption,
per-policy-lock and object-revision-status are not available with FMG v6.0.0. to avoid
failure, they must be removed.



docgen/fmgr_system_global.html
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CHAPTER 3

Install FortiManager Ansible Galaxy

This document explains how to install the FortiManager Ansible Galaxy Collection.

3.1 Install Python3

* Follow steps in https://www.python.org/ to install Python3 on your host.

3.2 Install Ansible Core

¢ Follow instructions in https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html to install
Ansible

* The Ansible core version requirement: >= 2.9.0

3.3 Install Galaxy Collection

you can install the latest collection by default via command ansible-galaxy collection install
fortinet.fortimanager.



https://www.python.org/
https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html
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CHAPTER 4

Run Your First Playbook

This document explains how to run your first FortiManager Ansible playbook.

With FortiManager Galaxy collection, you are always recommended to run FortiManager module in httpapi man-
ner. The first step is to prepare your host inventory with which you can use ansible-vault to encrypt or decrypt
your secrets for the sake of confidentiality.

4.1 Prepare host inventory

in our case we create a file named hosts:

[fortimanagers]

fortimanager0l ansible_host=192.168.190.130 ansible_user="admin" ansible_password=
—"password"

fortimanager02 ansible_host=192.168.190.131 ansible_user="admin" ansible_password=
—"password"

[fortimanagers:vars]
ansible_network_os=fortinet.fortimanager.fortimanager

4.2 Write the playbook

4.2.1 An Example

in the example: test . yml we are going to create a script on FortiManager:
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— hosts: fortimanagers
connection: httpapi
collections:
- fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: yes
ansible_httpapi_validate_certs: no
ansible_httpapi_port: 443
tasks:
— name: Create a script on FortiManager.
fmgr_dvmdb_script:
adom: '"adom'
state: 'present'
dvmdb_script:

desc: 'The script create via Ansible'
type: 'cli'

name: 'fooscript'

content: |

config system global
set timezone 04
end

4.2.2 Parameter Usages

there are several mandatory options in the example:

* adom : adom is the administrative domain that an API is going to run inside. In most cases, global or root
is what you need.

* state : state is indicating the action the module is going to take. by giving present, the module will create
or update the object, while absent tells the module to delete the object in the FortiManager.

* other module specific parameters are defined differently, you can find their usages in each module page.

4.3 Run the playbook

’ansiblefplaybook -1 hosts test.yml

you can also observe the verbose output by adding option at the tail: —vvv.

10 Chapter 4. Run Your First Playbook
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CHAPTER B

Migrate Legacy Playbooks

This document targets incompatible playbooks written for FortiManager Galaxy collections earlier than 1.0 . 5.

5.1 Detect Compatiblity Issue

When runninng legacy playbooks with newer FortiManager collection, the module will fail and an error message will
remind you:

failed: [fortimanager0l] => {

"changed": false,

"module_stderr": "Legacy playbook detected, please revise the playbook or install,
—latest legacy fortimanager galaxy collection: #ansible-galaxy collection install -f_
—fortinet.fortimanager:1.0.5",

"module_stdout": "",
"msg": "MODULE FAILURE\nSee stdout/stderr for the exact error",
"rc": 1

There are two ways to resolve this issue:
» Continue to use “legacy” playbook format, with a FortiManager Collection <= 1.0.5

» Convert playbooks to FortiManager Collection 1.0.4+ schema with the newest version of the collection.

5.2 Tweak The Playbook

Legacy FortiManager collection requires the playbook has a parameter method, with newer FortiManager collection,
it’s presented with optional statement: state: [present, absent].

Lagecy FortiManager collection has explicit declaration: url_params, it’s omitted in newer collection, of course,
the parameters themselves have indentations advanced.

11
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Legacy FortiManager collection has statement: params ->data array ->body array. Innewer collection, all
them are removed and the module name without prefix fmgr__is here as the top level parameter name.

An example is as below:

— name: create policy in the object

fmgr_pkg_firewall_policy:

method: "set"
url_params:

adom: "{{ policy_adom }}"

pkg: "{{ policy_package_name }}"

params:
- data:

— name: "{{ item.name }}"
policyid: "{{ item.id }}"
action: "{{ ditem.action }}"
srcintf: "any"
dstintf: "any"
srcaddr: "{{ item.src }}"
dstaddr: "{{ item.dst }}"
service: "{{ item.service }}"
schedule: "{{ item.schedule }}"

register: policyinfo

ignore_errors: true

with_items: "{{ policy_array }}"

- name: create policy in the object

fmgr_pkg_firewall policy:

adom: "{{ policy_adom }}"
pkg: "{{ policy_package_name }}"
state: 'present'
pkg_firewall_policy:
name: "{{ item.name }}"
policyid: "{{ item.id }}"
action: "{{ item.action }}"
srcintf: "any"
dstintf: "any"
srcaddr: "{{ item.src }}"
dstaddr: "{{ item.dst }}"
service: "{{ item.service }}"
schedule: "{{ item.schedule }}"
register: policyinfo

ignore_errors: true

with_items: "{{ policy_array }}"

12
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CHAPTER O

Error Handling

By convention, Ansible task can fail when a non-zero rc code is passed to. FortiManager Ansible modules follows
that convention and provides additional error handing mechanisms, which makes it simple and flexible enough for us
to deal with well defined error codes in requests.

There are three types of mechanisms we can employ in fortimanager ansible modules.

6.1 rc_succeeded

This is a parameter introduced in fortimanager modules for those who want not to fail the task for a specific
response_code, its type is a interger list, which means we can define more than one rc code.

One example of rc_succeeded is as below:

#cat test.yml
— name: Create and Execute script
hosts: fortimanager0l
gather_facts: no
connection: httpapi
collections:
- fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
script_name: 'demo script'
tasks:
- name: fmgr_pkg_firewall dospolicy
fmgr_pkg_firewall_dospolicy:
workspace_locking_adom: 'root'

(continues on next page)
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(continued from previous page)

adom: root

pkg: demopackagel
state: present
pkg_firewall dospolicy:

comments: 'Just a comment'
policyid: '"123"
rc_succeeded: [ -9001 ]

#ansible-playbook —-i host -vvv test.yml
ok: [fortimanager0l] => ({
"changed": false,
"invocation": {
"module_args": {
"adom": "root",
"pkg": "demopackagel",
"pkg_firewall_dospolicy": {
"anomaly": null,
"comments": "Just a comment",
"dstaddr": null,
"interface": null,
"policyid": 123,

"service": null,
"srcaddr": null,
"status": null

b
"rc_failed": null,
"rc_succeeded": [

-9001
]I
"state": "present",
"workspace_locking_adom": "root",
"workspace_locking_timeout": 300
}
}I
"meta": |
"request_url": "/pm/config/adom/root/pkg/demopackagel/firewall/DoS-policy",
"response_code": -9001,
"response_message": "firewall/DoS-policy/123/status : invalid value —_
—propl[status]: binary option empty or invalid, argc(0)",
"result_code_overriding": "rc code:-9001 is overridden to success"
}y
"rc": -9001

In normal case, an reponse code -9001 definitely causes a failure, rc_succeeded allows us to skip the error

6.2 rc_failed

Like rc_succeeded, rc_failedis the rc code list for fortimanager module to override the conditions to fail.

An example of rc_failed is we actually want to fail the task that is deleting a non-existing object.

#cat test.yml
- name: Create and Execute script
hosts: fortimanager0Ol

(continues on next page)
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(continued from previous page)

gather_facts: no
connection: httpapi
collections:

— fortinet.fortimanager

vars:

ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443

script_name:

tasks:
- name:

fmgr_dvmdb_script:

'demo script'

create the script

workspace_locking_adom: 'root'
state:

adom:

absent
root

dvmdb_script:

name:

rc_failed:

- -3

'demoscript’

#ansible-playbook —-i host -vvv test.yml

fatal: [fortimanager0l]:

FAILED! => {

"ansible_facts": {
"discovered_interpreter_python": "/usr/bin/python"
}I
"changed": true,
"invocation": {
"module_args":
"adom": "root",
"dvmdb_script": {
"content": "native content",
"desc": "script created via Ansible",
"filter_build": null,
"filter_device": null,
"filter_hostname": null,
"filter_ostype": null,
"filter_osver": null,
"filter_platform": null,
"filter_serial": null,
"modification_time": null,
"name": "demoscript",
"script_schedule": null,
"target": null,
"type": "cli"
by
"rc_failed": [
-3
1,
"rc_succeeded": null,
"state": "absent",
"workspace_locking_adom": "root",
"workspace_locking_timeout": 300

b

"meta": {
"response_code": -3,
"response_message": "object not exist",
"result_code_overriding": "rc code:-3 is overridden to failure"

(continues on next page)

6.2. rc_failed
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(continued from previous page)

}y

"rcll- O

By default, a response_code -3 of deleting an object will not cause the task failure, but it tells the truth that the object
doesn’t exist and we might want to fail the task in this case, rc_failed can help us do the work.

6.3 failed_when

failed_when is Ansible native failure detection mechanism, it’s more flexible and can be combined with our
fortimanager ansible modules.

For more information of failed_when, please visit page.

6.4 Precedence of Three Mechanisms

In general, failed_when takes precedence over the other two, while rc_failed has precedece over
rc_succeeded.

we can specify more than one condition statement, and the one with highest precedence will be chosen to calculate the
failure or success result.

16 Chapter 6. Error Handling



https://docs.ansible.com/ansible/latest/user_guide/playbooks_error_handling.html#controlling-what-defines-failure

CHAPTER /

FortiManager Best Practices

FortiManager is an integrated platform for the centralized management of products in a Fortinet security infrastructure,
including FortiGates.

Once FortiGates are managed by a FortiManager that is operating in Normal Mode, whenever possible, configuration
changes should be made on the FortiManager and not the FortiGate. This recommendation also applies when the
configuration of FortiGates and FortiManager is executed through the FortiOS and FortiManager collections.

To help you get the most out of your FortiManager products, maximize performance, and avoid potential problems,
please refer to the FortiManager documentation, including the Administration Guide and Best Practices documents.

Fortinet also provides a developer community to help administrators and advanced users enhance and increase the
effectiveness of Fortinet products. The Fortinet Developer Network (FNDN) provides the official documentation and
advanced tools for developing custom solutions using Fortinet products.

17
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CHAPTER 8

Frequently Asked Questions (FAQ)

TABLE OF CONTENTS:
* Modules For Policy Package.
o What You Need To Know About Logging.
* What Is Workspace Locking?
* How To Deal With Task Result?

When to Use Parameter bypass_validation?

How To Monitor FortiManager Task?

How To Use FortiManager Ansible With FortiCloud?

8.1 Modules For Policy Package.

Unlike other modules, There are three modules in FortiManager Ansible collection as the result of seperate API
backends:

* fmgr_pm_pkg - update or delete a package, no matter whether it is adom specific or global.
* fmgr_pm_pkg_adom - create or update a adom specific package.

e fmgr_pm_pkg_global - create or update a global package.

19
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8.1.1 Create/Update An ADOM-specific Policy Package

- name: create a package in a adom
fmgr_pm_pkg_adom:
adom: 'root'
pm_pkg_adom:
name: 'adom.root.packageO'
type: 'pkg'

Note: you are not allowed to modify the name of the package with module fmgr_pm_pkg_adom.

8.1.2 Create/Update A Global Policy Package

— name: create a package in a adom
fmgr_pm_pkg_global:
pm_pkg_global:
name: 'global.packageO'
type: 'pkg'

Note: you are not allowed to modify the name of the package with module fmgr_pm_pkg_global.

8.1.3 Rename A Policy Package

— name: policy package
fmgr_pm_pkg:
adom: "root"
pkg_path: 'adom.root.packageO'
state: 'present'
pm_pkg:
name: 'adom.root.packagel'

- name: policy package
fmgr_pm_pkg:
adom: "global"
pkg_path: 'global.packageO'
state: 'present'
pm_pkg:
name: 'global.packagel'

8.1.4 Remove A Policy Package

- name: policy package
fmgr_pm_pkg:
adom: "root"
pkg_path: 'adom.root.packageO'

state: 'absent'
pm_pkg:
name: 'adom.root.packageO'

- name: policy package
fmgr_pm_pkg:
adom: "global"

(continues on next page)
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(continued from previous page)

pkg_path: 'global.packageO'
state: 'absent'
pm_pkg:

name: 'global.packageO'

8.2 What You Need To Know About Logging.

FortiManager Ansible has requests and intermediate data stored in a log file /tmp/fortimanager.ansible.
log to ease troubleshooting.

Prior to 2.0. 3, the log file is always created under that path; since 2.0. 3, logging is only enabled by setting
enable_log option for a task, it means you will no longer see the log file by default since 2. 0 . 3 unless you turn
it on explicitly.

8.3 What Is Workspace Locking?

FortiManager supports multi-workspace mode, workspace guarantees you that you are operating in an administrative
domain explusively so that no other users will not preempt you as long as you lock the workspace in advance.

To enable workspace locking on FortiManager 6.0 .x, you usually also enable multi-adom status. Here are cli
commands:

FMG-VM64 # config system global
(global) # set adom-status enable
(global) # set workspace-mode normal
(global) # end

FMG-VM64 #

also you are able to enable workspace mode via module fmgr_system_global:

— name: Enable Workspace Mode
fmgr_system_global:
system_global:
adom-status: enable
workspace-mode: normal

After workspace mode is enabled, you must assign the adom to workspace_locking_adom and a time value to
workspace_locking_timeout optionally to complete a successful task.

* workspace_locking_adom - The adom you are going to access and lock, either global or a custom
adom.

* workspace_locking_timeout - the ansible task will poll and wait for the adom to be unlocked if it was
locked by other users, the parameter is the maximum seconds to wait before reporting failure, default value is
300 seconds.

here is an example to put the locking directives in tasks:

- name: create a package in a adom
fmgr_pm_pkg_adom:
workspace_locking_adom: 'root'
workspace_locking_timeout: 300
adom: 'root'

(continues on next page)

8.2. What You Need To Know About Logging. 21
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(continued from previous page)

pm_pkg_adom:
name: 'adom.root.packageO'
type: 'pkg'

Note: as ansible tasks terminates normally, the lock will be released automatically.

Caveat: if any tasks are interrupted, e.g. inputing a CTRL + ~C, you will no longer be able to use Ansible
to access FMG anymore unless the previous session expires, in case of immediate access, you have to disable
workspace mode via CLI console.

8.4 How To Deal With Task Result?

See Error Handling for more.

8.5 When to Use Parameter bypass_validation?

You are not encouraged to use bypass_validation except that you are sure something is wrong with the param-
eter definition and you want to fix them on you own immediately. by setting bypass_validation to True, the content of
parameters is not examined, thus enabling you to send any parameters to FortiManager backend server.

To use this parameter, you are likely to look up the defnition for an API on fortiapi spec page.

8.6 How To Monitor FortiManager Task?

There are lots of FortiManager APIs which return a task identifier. the task itself is running in the remote FortiManager
server. you must poll the task periodically to see whether the task terminates or goes wrong.

an example is to add a fortigate device to fortimanager, the task may last for minutes, you can find the full playbook
on Search Playbooks page . the snippet is very straightforward:

— name: poll the task
fmgr_fact:
facts:
selector: 'task_task'

params:
task: '{{installing_task.meta.response_data.taskid}}"'
register: taskinfo
until: taskinfo.meta.response_data.percent == 100
retries: 30
delay: 5
failed_when: taskinfo.meta.response_data.state == 'error' and 'devsnexist' not in_

—~taskinfo.meta.response_data.line[0] .detail

e until - the condition to quit polling, this is the condition to quit normally
* retries - how many times you want to try to check the status of running task.
* delay - checking frequency: //delay.

e failed_when - failing condition in which you regard the task a failure, this is the condition to quit abnormally

22 Chapter 8. Frequently Asked Questions (FAQ)
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8.7 How To Use FortiManager Ansible With FortiCloud?

FortiManager can be managed by forticloud, as a result, it’s possible to authenticate Ansible client with forticloud
API access token. forticloud_access_token is the module option to enable forticloud access token based
authentication.

To obatin access token, it’s required to register an API user in https://support.fortinet.com/iam/#/api-user and download
the crendentials which contains needed API user ID and password. it’s strongly recommended that you keep it safe!

below is an example to obtain access token:

- hosts: fortimanager00
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
FORTICLOUD_APIID: '3EE83L5AF-FI9F8-48........ !
FORTICLOUD_PASSWD: '36b25667c61b2.......... !
tasks:
— name: Generate Access Token From FortiCloud Auth Server.
uri:
url: https://customerapiauth.fortinet.com/api/vl/ocauth/token/
method: POST
body_format: json
return_content: true

headers:
Content-Type: application/Jjson
body: '{"username": "{{ FORTICLOUD_APIID }}", "password": "{{ FORTICLOUD_PASSWD,,
—}1}1", "client_id": "FortiManager", "grant_type": "password"}'

register: tokeninfo

then in subsequent tasks, we can reference returned token:

— name: Configure IPv4 addresses.
fmgr_firewall address:

adom: root

state: present

enable_log: true

forticloud_access_token: '{{ tokeninfo.json.access_token }}'

firewall address:
name: Winll
comment : from Ansible.
organization: Fortinet
start—-ip: 192.168.1.5
end-ip: 192.168.1.11
type: iprange
associated-interface: any

Access token usually expires in hours, you should always renew one in case of failure.

8.7. How To Use FortiManager Ansible With FortiCloud? 23
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CHAPTER 9

Get Help

9.1 Technical and Commuity Support

You can get support from Fortinet Technical Assistance Center.

For Ansible common issue, you can also get support from the community

9.2 Filing issues.

You can get support from the community engineering team via filing an issue in git issues page

25
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cHAaPTER 10

Search Playbooks

This document contains some handy example playbooks. PRs are welcome https://github.com/
fortinet-ansible-dev/fortimanager-playbook-example

27
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cHAPTER 11

Modules Digest

The modules of API https://fndn.fortinet.net/index.php?/fortiapi/5-fortimanager/ can be found in the table:

29
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cHAPTER 12

Object Oriented Modules

The modules in this category are invoking add/update/delete methods to manipulate FortiManager managed
objects.

12.1 fmgr_adom_options

New in version 2.10.

* Synopsis

* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.1.1 Synopsis

* This module is able to configure a FortiManager device.

31
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» Examples include all parameters and values need to be adjusted to data sources before usage.

12.1.2 Requirements

The below requirements are needed on the host that executes this module.
¢ ansible>=2.9.0

12.1.3 FortiManager Version Compatibility

12.1.4 Parameters

12.1.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.1.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_adom_options:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
adom_options:
assign_excluded: <value in [disable, enable]>
specify assign_pkg list: <value in [disable, enable]>
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12.1.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.1.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.1.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.2 fmgr_antivirus_mmschecksum — Configure MMS content check-
sum list.

New in version 2.10.

Synopsis

* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.2.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.2.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.2.3 FortiManager Version Compatibility
12.2.4 Parameters

12.2.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters

workspace_locking_adom and workspace_locking_timeout help do the work.
 To create or update an object, use state: present directive.

* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.2.6 Examples

- hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: Configure MMS content checksum list.
fmgr_antivirus_mmschecksum:
adom: "FortiCarrier"
state: present
antivirus_mmschecksum:
comment: 'test-comment'
entries:

checksum: "test checksum"

name: "entries-name"
status: disable

id: 1

name: "checksum-name"

— name: gathering fortimanager facts
hosts: fortimanager00
gather_facts: no
connection: httpapi
collections:

(continues on next page)
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(continued from previous page)

- fortinet.fortimanager

vars:
ansible httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible httpapi_ port: 443

tasks:
- name: retrieve all the mms-checksums
fmgr_fact:
facts:
selector: 'antivirus_mmschecksum'
params:

adom: 'FortiCarrier' # This is FOC-only object, data will only be_
—returned under FortiCarrier adom
mms—checksum: ""

12.2.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.2.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.2.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.3 fmgr_antivirus_mmschecksum_entries — modify this MMS con-
tent checksum list

New in version 2.10.

* Synopsis
* Requirements

 FortiManager Version Compatibility

e Parameters

12.3. fmgr_antivirus_mmschecksum_entries — modify this MMS content checksum list 35


https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Fortinet FortiManager Ansible Collection, Release 2.1.6

e Notes
* Examples
e Return Values

e Status

e Authors

12.3.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.3.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.3.3 FortiManager Version Compatibility
12.3.4 Parameters

12.3.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.3.6 Examples

— hosts: fortimanager00
collections:
- fortinet.fortimanager

connection: httpapi

vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:

— name: modify this MMS content checksum list

(continues on next page)
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fmgr_antivirus_mmschecksum_ entries:

adom: FortiCarrier

mms—checksum: "1" # id

state: present

antivirus_mmschecksum_entries:
checksum: 'test checksum'
name: "entries-name"
status: enable

- name: gathering fortimanager facts
hosts: fortimanager00
gather_facts: no
connection: httpapi
collections:
- fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:
- name: retrieve all the mms—-checksum entries
fmgr_fact:
facts:
selector: 'antivirus _mmschecksum entries'
params:

adom: 'FortiCarrier' # This is FOC-only object, data will only be_
—returned under FortiCarrier adom

entries: ""

mms—checksum: "1" # id

12.3.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.3.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.3.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.4 fmgr_antivirus_notification — Configure AntiVirus notification
lists.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.4.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.4.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.4.3 FortiManager Version Compatibility
12.4.4 Parameters

12.4.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.4.6 Examples

— hosts: fortimanager00
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: Configure AntiVirus notification lists.
fmgr_antivirus_notification:
adom: FortiCarrier
state: present
antivirus_notification:
entries:
name: 'notification-entry’
prefix: enable
status: enable
id: 1
name: 'notifiction-test'
- name: gathering fortimanager facts
hosts: fortimanager00
gather_ facts: no
connection: httpapi
collections:
— fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:
— name: retrieve all the notifications
fmgr_fact:
facts:
selector: 'antivirus_notification'
params:

adom: 'FortiCarrier' #This is FOC-only object, data will only be_,
—returned under FortiCarrier adom
notification: 'your_value'

12.4.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.4.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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12.4.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.5 fmgr_antivirus_notification_entries — modify this antivirus noti-

fication list

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.5.1 Synopsis

* This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.5.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.5.3 FortiManager Version Compatibility
12.5.4 Parameters

12.5.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.5.6 Examples

- name: gathering fortimanager facts

hosts: fortimanager00

gather_facts: no

connection: httpapi

collections:
- fortinet.fortimanager

vars:
ansible httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible httpapi_ port: 443

tasks:
- name: retrieve all the scripts
fmgr_fact:
facts:
selector: 'antivirus_notification_entries'
params:

adom: 'FortiCarrier' #This is FOC-only object, data will only be_
—returned under FortiCarrier adom

entries: 'your_value'
notification: 'l' # id
- hosts: fortimanager00

collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: modify this antivirus notification list
fmgr_antivirus notification_entries:
adom: FortiCarrier
notification: 'l' # id
state: present

(continues on next page)
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antivirus _notification_entries:
name: 'notification-entry'
prefix: disable
status: disable

12.5.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

12.5.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.5.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.6 fmgr_antivirus_profile — Configure AntiVirus profiles.

New in version 2.10.

Synopsis
* Requirements

* FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors
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12.6.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.6.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.6.3 FortiManager Version Compatibility
12.6.4 Parameters

12.6.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.6.6 Examples

— hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: Configure AntiVirus profiles.
fmgr_antivirus_profile:
adom: ansible
state: present
antivirus_profile:
analytics-db: disable
analytics—-max-upload: 20
av-block—-log: disable
av-virus—-log: disable
comment: 'test comment'
extended-log: disable

(continues on next page)
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ftgd—analytics: disable
inspection-mode: proxy
mobile-malware-db: disable
name: 'antivirus-profile'
scan—-mode: quick
- name: gathering fortimanager facts
hosts: fortimanager00
gather_ facts: no
connection: httpapi
collections:
- fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_ port: 443

tasks:
— name: retrieve all the antivirus profiles
fmgr_fact:
facts:
selector: 'antivirus_profile'
params:

adom: 'ansible'
profile: 'your_value'

12.6.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.6.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.6.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.7 fmgr_antivirus_profile_cifs — Configure CIFS AntiVirus options.

New in version 2.10.
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Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.7.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.7.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.7.3 FortiManager Version Compatibility
12.7.4 Parameters

12.7.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.7.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_antivirus_profile_cifs:
bypass_validation: False

workspace_locking adom: <value in [global, custom adom including root]>

workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_cifs:
archive-block:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
— unhandled
- partiallycorrupted
- fileslimit
- timeout
archive-log:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
— unhandled
- partiallycorrupted
- fileslimit
- timeout
emulator: <value in [disable, enable]>
options:
- scan
- quarantine
- avmonitor

outbreak-prevention: <value in [disabled, files, full-archive,

av-scan: <value in [disable, monitor, block]>

external-blocklist: <value in [disable, monitor, block]>

quarantine: <value in [disable, enable]>
fortindr: <value in [disable, block, monitor]>
fortisandbox: <value in [disable, block, monitor]>

L] >

12.7.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:
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12.7.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.7.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.8 fmgr_antivirus_profile_contentdisarm — AV Content Disarm and
Reconstruction settings.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.8.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
12.8.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.8.3 FortiManager Version Compatibility
12.8.4 Parameters

12.8.5 Notes

Note:

Running in workspace locking mode is supported in this FortiManager module, the top level parameters

workspace_locking_adom and workspace_locking_timeout help do the work.

To create or update an object, use state: present directive.

To delete an object, use state: absent directive

fail or succeed with parameters rc_failed and rc_succeeded

Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

12.8.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:

ansible_httpapi_use_ssl: True

ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description

fmgr_antivirus_profile_contentdisarm:
bypass_validation: False
workspace_locking adom:
workspace_locking timeout:
rc_succeeded: [0,
rc_failed: [-2,
adom: <your own value>
profile: <your own value>
antivirus_profile_contentdisarm:

<value in
300
-1

[global, cus

3,

-]

2y

S

cover—page: <value in [disable, enable]>

detect-only: <value in [disable, enable]>

office-embed: <value in [disable, enable]>
office-hylink: <value in [disable, enable]>
office-linked: <value in [disable, enable]>
office-macro: <value in [disable, enable]>
original-file—-destination: <value in [forti
pdf-act-form: <value in [disable, enable]>
pdf-act-gotor: <value in [disable, enable]>
pdf-act-java: <value in [disable, enable]>
pdf-act-launch: <value in [disable, enable]
pdf-act-movie: <value in [disable, enable]>
pdf-act-sound: <value in [disable, enable]>
pdf-embedfile: <value in [disable, enable]>
pdf-hyperlink: <value in [disable, enable]>

tom adom including root]>

sandbox, quarantine, discard]>

>

(continues on next page)
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(continued from previous page)

pdf-javacode: <value in [disable, enable]>
office—action: <value in [disable, enable]>
office-dde: <value in [disable, enable]l>
error—action: <value in [block, log-only, ignore]>

12.8.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

12.8.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.8.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.9 fmgr_antivirus_profile_ftp — Configure FTP AntiVirus options.

New in version 2.10.

* Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors
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12.9.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.9.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.9.3 FortiManager Version Compatibility

12.9.4 Parameters

12.9.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.9.6 Examples

hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_antivirus_profile_ftp:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_ ftp:
archive-block:

(continues on next page)
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encrypted
corrupted
multipart

nested

mailbomb

unhandled
partiallycorrupted
fileslimit

timeout

archive-log:

encrypted
corrupted
multipart

nested

mailbomb

unhandled
partiallycorrupted
fileslimit
timeout
emulator: <value in
options:

- scan
file-filter
quarantine
avquery
avmonitor
outbreak-prevention: <value in
[disable,
<value in
<value in [disable
[disable,
[disab

[disable,

av-scan: <value in
external-blocklist:
quarantine:
fortindr: <value in
fortisandbox: <value in

monitor,

enable]>

[disabled,

[disable,

, enable]>
block,
le, block,

files, full-archive, 1>

block]>
monitor,

block]>

monitor]>

monitor]>

12.9.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.9.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.9.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)
Hongbin Lu (@fgtdev-hblu)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.10 fmgr_antivirus_profile_http — Configure HTTP AntiVirus op-
tions.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.10.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.10.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.10.3 FortiManager Version Compatibility
12.10.4 Parameters

12.10.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
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* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.10.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: no description
fmgr_antivirus_profile_http:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_http:
archive-block:
- encrypted
- corrupted
- multipart
- nested
— mailbomb
— unhandled
- partiallycorrupted
— fileslimit
- timeout
archive-log:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
— unhandled
- partiallycorrupted
- fileslimit
- timeout
content—-disarm: <value in [disable, enablel>
emulator: <value in [disable, enable]>
options:
- scan
- file-filter
- quarantine
- avquery
- avmonitor
- strict-file
outbreak-prevention: <value in [disabled, files, full-archive, ...]>

(continues on next page)
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(continued from previous page)

av-optimize: <value in [disable, enable]>

av-scan: <value in [disable, monitor, block]>
external-blocklist: <value in [disable, monitor, block]>
quarantine: <value in [disable, enable]>

fortindr: <value in [disable, block, monitor]>
fortisandbox: <value in [disable, block, monitor]>

12.10.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.10.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.10.9 Authors

* Link Zheng (@chillancezen)
* Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.11 fmgr_antivirus_profile_imap — Configure IMAP AntiVirus op-
tions.

New in version 2.10.

Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors
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12.11.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.11.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.11.3 FortiManager Version Compatibility

12.11.4 Parameters

12.11.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters

workspace_locking_adom and workspace_locking_timeout help do the work.
* To create or update an object, use state: present directive.

* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.11.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_antivirus_profile_imap:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_imap:
archive-block:

(continues on next page)
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(continued from previous page)

encrypted
corrupted
multipart
nested
mailbomb
unhandled
partiallycorrupted
fileslimit
timeout
archive-log:
encrypted
corrupted
multipart
nested
mailbomb
unhandled
partiallycorrupted
fileslimit
timeout
content—-disarm:
emulator: <value in
executables:
options:

- scan
file-filter
quarantine
avquery
avmonitor
outbreak-prevention: <value in
av—-scan: [disable, monitor, bl
external-blocklist: <value in [disable,
quarantine: <value in [disable, enable]>
fortindr: <value in [disable, block,
fortisandbox: [disable, block,

<value in [disable, enab
[disable, enable]>
[default,

<value in virus]>

<value in

<value in

[disabled,

le]l>

files, full-archive, L] >

ock]>

monitor, block]>

monitor]>

monitor]>

12.11.7 Return Values

Common return values are documented: https://docs.ansible.co
return_values.html#common-return-values, the following are the fiel

12.11.8 Status

m/ansible/latest/reference_appendices/common_
ds unique to this module:

* This module is not guaranteed to have a backwards compatible interface.

12.11.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)
Hongbin Lu (@fgtdev-hblu)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.12 fmgr_antivirus_profile_mapi — Configure MAPI AntiVirus op-
tions.

New in version 2.10.

* Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.12.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.12.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.12.3 FortiManager Version Compatibility
12.12.4 Parameters

12.12.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
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* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.12.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True

ansible httpapi_validate_certs: False

ansible_httpapi_port: 443
tasks:
— name: no description

fmgr_antivirus_profile_mapi:
bypass_validation: False
workspace_locking adom: <value in
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile:
antivirus_profile_mapi:
archive-block:
- encrypted
- corrupted
- multipart
- nested
— mailbomb
— unhandled
- partiallycorrupted
— fileslimit
- timeout
archive-log:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
— unhandled
- partiallycorrupted
- fileslimit
- timeout
emulator:
executables:
options:
- scan

[global,

<your own value>

<value in [disable, enable]>

<value in [default, wvirus]>

- guarantine

- avquery

- avmonitor
outbreak—-prevention: <value in
av-scan: <value in [disable,
external-blocklist: <value in

[disabled,
monitor,
[disable,

custom adom including root]>

files, full-archive, ...]>

block]>
monitor,

block]>

(continues on next page)
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(continued from previous page)

quarantine: <value in [disable, enable]>
fortindr: <value in [disable, block, monitor]>
fortisandbox: <value in [disable, block, monitor]>

12.12.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.12.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.12.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.13 fmgr_antivirus_profile_nacquar — Configure AntiVirus quaran-
tine settings.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

* Notes

» Examples

* Return Values

e Status

e Authors
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12.13.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.13.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.13.3 FortiManager Version Compatibility

12.13.4 Parameters

12.13.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters

workspace_locking_adom and workspace_locking_timeout help do the work.
* To create or update an object, use state: present directive.

* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.13.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_antivirus_profile_nacquar:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_nacquar:
expiry: <value of string>

(continues on next page)
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(continued from previous page)

infected: <value in [none, quar-src-ip, quar-—-interface]>
log: <value in [disable, enable]>

12.13.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.13.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.13.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.14 fmgr_antivirus_profile_nntp — Configure NNTP AntiVirus op-
tions.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

e Examples

e Return Values

o Status

e Authors
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12.14.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.14.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.14.3 FortiManager Version Compatibility

12.14.4 Parameters

12.14.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.14.6 Examples

hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_antivirus_profile_nntp:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_nntp:
archive-block:

(continues on next page)
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(continued from previous page)

encrypted
corrupted
multipart

nested

mailbomb

unhandled
partiallycorrupted
fileslimit

timeout

archive-log:

encrypted
corrupted
multipart

nested

mailbomb

unhandled
partiallycorrupted
fileslimit
timeout
emulator: <value in
options:

- scan
file-filter
quarantine
avquery
avmonitor
outbreak-prevention: <value in
av-scan: <value 1in [disable,
external-blocklist: <value in
quarantine: <value in [disable
fortindr: <value in [disable,
fortisandbox: <value in [disab

[disable,

monitor,

enable]>

[disabled,

[disable,

, enable]>
block,
le, block,

files, full-archive, 1>

block]>
monitor,

block]>

monitor]>

monitor]>

12.14.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.14.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.14.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)
Hongbin Lu (@fgtdev-hblu)

12.14. fmgr_antivirus_profile_nntp — Configure NNTP AntiVirus options.
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.15 fmgr_antivirus_profile_outbreakprevention — Configure Virus
Outbreak Prevention settings.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.15.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.15.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.15.3 FortiManager Version Compatibility
12.15.4 Parameters

12.15.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
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* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.15.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_ httpapi_ port: 443
tasks:
- name: no description
fmgr_antivirus_profile_outbreakprevention:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_ outbreakprevention:
external-blocklist: <value in [disable, enable]>
ftgd-service: <value in [disable, enable]>

12.15.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.15.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.15.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.16 fmgr_antivirus_profile_pop3 — Configure POP3 AntiVirus op-
tions.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.16.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.16.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.16.3 FortiManager Version Compatibility
12.16.4 Parameters

12.16.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.16.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_antivirus_profile_pop3:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_pop3:
archive-block:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
— unhandled
- partiallycorrupted
- fileslimit
- timeout
archive-log:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
— unhandled
- partiallycorrupted
- fileslimit
- timeout
content—-disarm: <value in [disable, enable]>
emulator: <value in [disable, enable]>
executables: <value in [default, virus]>
options:
- scan
- file-filter
- quarantine
- avquery
- avmonitor
outbreak—-prevention: <value in [disabled, files, full-archive, ...]>
av-scan: <value in [disable, monitor, block]>
external-blocklist: <value in [disable, monitor, block]>
quarantine: <value in [disable, enable]>
fortindr: <value in [disable, block, monitor]>
fortisandbox: <value in [disable, block, monitor]>

12.16. fmgr_antivirus_profile_pop3 — Configure POP3 AntiVirus options.
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12.16.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.16.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.16.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.17 fmgr_antivirus_profile_smb — Configure SMB AntiVirus op-
tions.

New in version 2.10.

Synopsis

* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.17.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.17.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.17.3 FortiManager Version Compatibility

12.17.4 Parameters

12.17.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.17.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_antivirus_profile_smb:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_smb:
archive-block:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
- unhandled
- partiallycorrupted

(continues on next page)
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(continued from previous page)

- fileslimit
- timeout
archive-log:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
— unhandled
- partiallycorrupted
- fileslimit
- timeout
emulator: <value in [disable, enable]>
options:
- scan
- guarantine
- avquery
- avmonitor
outbreak—-prevention: <value in [disabled, files, full-archivel]>

12.17.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.17.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.17.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

e Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.18 fmgr_antivirus_profile_smtp — Configure SMTP AntiVirus op-
tions.

New in version 2.10.
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Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.18.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.18.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.18.3 FortiManager Version Compatibility
12.18.4 Parameters

12.18.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.18.6 Examples
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- hosts:
collections:
— fortinet.fortimanager
connection: httpapi

fortimanager—-inventory

vars:
ansible_httpapi_use_ssl: True

ansible_httpapi_validate_certs: False

ansible_httpapi_port: 443
tasks:
- name: no description

fmgr_antivirus_profile_smtp:
bypass_validation: False

workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_smtp:
archive-block:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
— unhandled
- partiallycorrupted
- fileslimit
- timeout
archive-log:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
— unhandled
- partiallycorrupted
- fileslimit
- timeout
content—-disarm: <value in [disable, enable]>
emulator: <value in [disable, enable]>
executables: <value in [default, wvirus]>
options:
- scan
- file-filter
- quarantine
- avquery
- avmonitor
outbreak—-prevention: <value in [disabled, files, full-archive, 1>
av-scan: <value in [disable, monitor, block]>
external-blocklist: <value in [disable, monitor, block]>
quarantine: <value in [disable, enable]>
fortindr: <value in [disable, block, monitor]>
fortisandbox: <value in [disable, block, monitor]>
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12.18.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.18.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.18.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.19 fmgr_antivirus_profile_ssh — Configure SFTP and SCP An-
tiVirus options.

New in version 2.10.

Synopsis

* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.19.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.19.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.19.3 FortiManager Version Compatibility
12.19.4 Parameters

12.19.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.19.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_antivirus_profile_ssh:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
profile: <your own value>
antivirus_profile_ssh:
archive-block:
- encrypted
- corrupted
- multipart
- nested
- mailbomb
- unhandled
- partiallycorrupted

(continues on next page)
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(continued from previous page)

- fileslimit

- timeout
archive-log:

- encrypted

- corrupted

- multipart

- nested

- mailbomb

— unhandled

- partiallycorrupted

- fileslimit

- timeout

emulator: <value in [disable, enable]>

options:
- avmonitor
- guarantine
- scan

outbreak-prevention: <value in [disabled, files, full-archive, ...]>
av-scan: <value in [disable, monitor, block]>
external-blocklist: <value in [disable, monitor, block]>

quarantine: <value in

[disable, enable]>

fortindr: <value in [disable, block, monitor]>

fortisandbox: <value in

[disable, block, monitor]>

12.19.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.19.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.19.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.20 fmgr_apcfgprofile — Configure AP local configuration profiles.

New in version 2.10.

12.20. fmgr_apcfgprofile — Configure AP local configuration profiles.
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Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.20.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.20.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.20.3 FortiManager Version Compatibility
12.20.4 Parameters

12.20.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.20.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_apcfgprofile:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
apcfgprofile:
ac—-ip: <value of string>
ac-port: <value of integer>
ac—-timer: <value of integer>
ac-type: <value in [default, specify, apcfg]>
command-list:
id: <value of integer>
name: <value of string>
passwd-value: <value of string>
type: <value in [non-password, password]>
value: <value of string>
comment: <value of string>
name: <value of string>
ap—-family: <value in [fap, fap-u, fap-cl>

12.20.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.20.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.20.9 Authors

Link Zheng (@chillancezen)

Jie Xue (@JieX19)
¢ Frank Shen (@fshen01)
* Hongbin Lu (@fgtdev-hblu)

12.20. fmgr_apcfgprofile — Configure AP local configuration profiles.
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.21 fmgr_apcfgprofile_commandlist — AP local configuration com-
mand list.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.21.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.21.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.21.3 FortiManager Version Compatibility
12.21.4 Parameters

12.21.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
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* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.21.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_ httpapi_ port: 443
tasks:
- name: no description
fmgr_apcfgprofile commandlist:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
apcfg-profile: <your own value>
state: <value in [present, absent]>
apcfgprofile_commandlist:
id: <value of integer>
name: <value of string>
passwd-value: <value of string>
type: <value in [non-password, password]>
value: <value of string>

12.21.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.21.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.21.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.22 fmgr_application_categories

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.22.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.22.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.22.3 FortiManager Version Compatibility
12.22.4 Parameters

12.22.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.

» To delete an object, use state: absent directive
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* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.

22.6 Examples

- hosts: fortimanager-inventory
collections:

- fortinet.fortimanager

connection: httpapi
vars:

ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:
- name: no description

fmgr_application_categories:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
state: <value in [present, absent]>
application_categories:
id: <value of integer>

12.22.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

retur

n_values.html#common-return-values, the following are the fields unique to this module:

12.22.8 Status

This module is not guaranteed to have a backwards compatible interface.

12.22.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)
Hongbin Lu (@fgtdev-hblu)

Hint:

If you notice any issues in this documentation, you can create a pull request to improve it.
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12.23 fmgr_application_custom — Configure custom application sig-
natures.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.23.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.23.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.23.3 FortiManager Version Compatibility
12.23.4 Parameters

12.23.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.23.6 Examples

— name:
hosts: fortimanager00
gather_ facts: no
connection: httpapi
collections:

— fortinet.fortimanager
vars:

ansible_httpapi_use_ssl: True

ansible_httpapi_validate_certs:

ansible_httpapi_port: 443
tasks:

- name:
fmgr_fact:
facts:

selector:
params:
adom: 'ansible'
custom:
- hosts: fortimanager00
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl:
ansible_httpapi_port: 443
tasks:
— name:
fmgr_application_custom:
adom: ansible
state: present
application_custom:
behavior:

category: 'ansible-testl'
comment: 'ansble-test'
id: 1000

name: 'ansible-testl'
protocol: 'ansble-testl'
signature: 'ansble-testl'
tag: 'ansble-test-tag’

technology:
vendor:

gathering fortimanager facts

'your_value'

True
ansible_httpapi_validate_certs:

'ansible-testl'

'ansble-test'
'ansble—-test-vendor'

False

retrieve all the custom application signatures

'application_custom'

False

Configure custom application signatures.

12.23.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.23.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.23. fmgr_application_custom — Configure custom application signatures.
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12.23.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.24 fmgr_application_group - Configure firewall application

groups.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.24.1 Synopsis

* This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.24.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

84

Chapter 12. Object Oriented Modules



Fortinet FortiManager Ansible Collection, Release 2.1.6

12.24.3 FortiManager Version Compatibility
12.24.4 Parameters

12.24.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.24.6 Examples

- name: gathering fortimanager facts

hosts: fortimanager00

gather_facts: no

connection: httpapi

collections:
- fortinet.fortimanager

vars:
ansible httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible httpapi_ port: 443

tasks:
— name: retrieve all the application groups
fmgr_fact:
facts:
selector: 'application_group'
params:
adom: 'ansible'
group: 'your_value'
- hosts: fortimanager00
collections:

- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: Configure firewall application groups.
fmgr_application_group:
adom: ansible
state: present
application_group:
comment: 'ansible-test-comment'
name: 'ansible-test'
type: application #<value in [application, category]>
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12.24.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.24.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.24.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.25 fmgr_application_list — Configure application control lists.

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.25.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.25.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.25.3 FortiManager Version Compatibility
12.25.4 Parameters

12.25.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.25.6 Examples

- hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: Configure application control lists.
fmgr_application_list:
adom: ansible
state: present
application_list:
app-replacemsg: enable
comment: 'ansible-test-comment'
deep-app—inspection: enable
extended-log: disable
name: 'ansible-test'
other-application-action: pass
other—-application—-log: disable
unknown-application-action: pass
unknown-application-log: disable
- name: gathering fortimanager facts
hosts: fortimanager00
gather_ facts: no
connection: httpapi

(continues on next page)
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(continued from previous page)

collections:
— fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_ port: 443

tasks:
- name: retrieve all the application list
fmgr_ fact:
facts:
selector: 'application_list'
params:

adom: 'ansible'
list: 'your_value'

12.25.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.25.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.25.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.26 fmgr_application_list_defaultnetworkservices — Default net-
work service entries.

New in version 2.10.

* Synopsis
* Requirements

 FortiManager Version Compatibility

e Parameters
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e Notes
* Examples
e Return Values

e Status

e Authors

12.26.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.26.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.26.3 FortiManager Version Compatibility
12.26.4 Parameters

12.26.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.26.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager

connection: httpapi

vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:

- name: no description

(continues on next page)
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fmgr_application_list_defaultnetworkservices:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
list: <your own value>
state: <value in [present, absent]>
application_list_defaultnetworkservices:
id: <value of integer>
port: <value of integer>
services:
- http
- ssh
- telnet
- ftp
- dns
- smtp
- pop3
- imap
- snmp
- nntp
- https
violation—-action: <value in [block, monitor, pass]>

12.26.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.26.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.26.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.27 fmgr_application_list_entries — Application list entries.

New in version 2.10.
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Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
* Return Values

e Status

e Authors

12.27.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.27.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.27.3 FortiManager Version Compatibility
12.27.4 Parameters

12.27.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.27.6 Examples
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- hosts: fortimanager00
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: Application list entries.
fmgr_application_list_entries:
adom: ansible
list: 'ansible-test' # name
state: present
application_list_entries:
action: pass
behavior: 'all'
category: '2'
id: 1
log: enable
log-packet: enable
protocols: 'all'

- name: gathering fortimanager facts
hosts: fortimanager00
gather_ facts: no
connection: httpapi
collections:
- fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_ port: 443

tasks:
— name: retrieve all the entries in application list
fmgr_ fact:
facts:

selector: 'application_list_entries'

params:
adom: 'ansible'
list: 'ansible-test' # name
entries: 'your_ value'

12.27.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.27.8 Status

 This module is not guaranteed to have a backwards compatible interface.
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12.27.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.28 fmgr_application_list_entries_parameters — Application pa-
rameters.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.28.1 Synopsis

* This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.28.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.28.3 FortiManager Version Compatibility
12.28.4 Parameters

12.28.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters

workspace_locking_adom and workspace_locking_timeout help do the work.
* To create or update an object, use state: present directive.

* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.28.6 Examples

- name: gathering fortimanager facts

hosts: fortimanager00

gather_facts: no

connection: httpapi

collections:
- fortinet.fortimanager

vars:
ansible httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible httpapi_ port: 443

tasks:
- name: retrieve all the parameters in the application list entry
fmgr_fact:
facts:

selector: 'application_list_entries_parameters'

params:
adom: 'ansible'
list: 'ansible-test' # name
entries: 'l1' # id
parameters: 'your_ value'

- hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: Application parameters.
fmgr_application_list_entries_parameters:
adom: ansible
list: 'ansible-test' # name

(continues on next page)
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entries: 'l' # id
state: present
application_list_entries_parameters:
id: 1
value: 'ansible-test-parameter2’'

12.28.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.28.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.28.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.29 fmgr_application_list_entries_parameters_members — Param-
eter tuple members.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

e Return Values

e Status

e Authors
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12.29.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.29.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.29.3 FortiManager Version Compatibility

12.29.4 Parameters

12.29.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.

To delete an object, use state: absent directive

Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.29.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_application_list_entries_parameters_members:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
list: <your own value>
entries: <your own value>
parameters: <your own value>

(continues on next page)
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state: <value in [present, absent]>
application_list_entries_parameters_members:
id: <value of integer>
name: <value of string>
value: <value of string>

12.29.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.29.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.29.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.30 fmgr_arrpprofile — Configure WiFi Automatic Radio Resource
Provisioning (ARRP) profiles.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

e Return Values

e Status

e Authors
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12.30.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.30.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.30.3 FortiManager Version Compatibility

12.30.4 Parameters

12.30.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.30.6 Examples

hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_arrpprofile:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
arrpprofile:
comment: <value of string>

(continues on next page)
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darrp-optimize: <value of integer>
darrp-optimize-schedules: <value of string>
include-dfs-channel: <value in [no, disable, yes, ...]>
include-weather—channel: <value in [no, disable, yes, ...]>
monitor-period: <value of integer>

name: <value of string>

override—-darrp-optimize: <value in [disable, enable]>
selection-period: <value of integer>

threshold-ap: <value of integer>
threshold-channel-load: <value of integer>
threshold—-noise-floor: <value of string>
threshold-rx—errors: <value of integer>
threshold-spectral-rssi: <value of string>
threshold-tx-retries: <value of integer>
weight-channel-load: <value of integer>
weight-dfs—-channel: <value of integer>
weight-managed-ap: <value of integer>
weight-noise-floor: <value of integer>
weight-rogue—-ap: <value of integer>
weight-spectral-rssi: <value of integer>
weight-weather—-channel: <value of integer>

12.30.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.30.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.30.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.31 fmgr_authentication_scheme - Configure Authentication
Schemes.

New in version 2.10.
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Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.31.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.31.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.31.3 FortiManager Version Compatibility
12.31.4 Parameters

12.31.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.31.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_authentication_scheme:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
authentication_scheme:
domain-controller: <value of string>
fsso—agent-for-ntlm: <value of string>
fsso—guest: <value in [disable, enable]>
kerberos—-keytab: <value of string>
method:
- ntlm
- basic
- digest
- form
- negotiate
- fsso
- rsso
- ssh-publickey
- saml
- cert
- x—auth-user
- saml-sp
name: <value of string>
negotiate—-ntlm: <value in [disable, enable]>
require-tfa: <value in [disable, enable]>
ssh-ca: <value of string>
user—-database: <value of string>
ems—device—-owner: <value in [disable, enablel>
saml-server: <value of string>
saml-timeout: <value of integer>
user—-cert: <value in [disable, enable]>

12.31.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.31.8 Status

 This module is not guaranteed to have a backwards compatible interface.
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12.31.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.32 fmgr_bleprofile — Configure Bluetooth Low Energy profile.

New in version 2.10.

Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.32.1 Synopsis

 This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.32.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.32.3 FortiManager Version Compatibility
12.32.4 Parameters

12.32.5 Notes
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Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.32.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: no description
fmgr_bleprofile:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
bleprofile:
advertising:
- ibeacon
- eddystone-uid
- eddystone-url
beacon-interval: <value of integer>
ble-scanning: <value in [disable, enable]>
comment: <value of string>
eddystone—-instance: <value of string>
eddystone—-namespace: <value of string>
eddystone-url: <value of string>
eddystone—url-encode-hex: <value of string>
ibeacon-uuid: <value of string>
major—-id: <value of integer>
minor-id: <value of integer>
name: <value of string>
txpower: <value in [0, 1, 2, ...]>

12.32.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.32.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.32.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.33 fmgr_bonjourprofile — Configure Bonjour profiles.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.33.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.33.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.33.3 FortiManager Version Compatibility
12.33.4 Parameters

12.33.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.33.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_bonjourprofile:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
bonjourprofile:
comment: <value of string>
name: <value of string>
policy-list:
description: <value of string>
from—-vlan: <value of string>
policy-id: <value of integer>
services:
- airplay
- afp
- bit-torrent
- ftp
- ichat
- itunes
— printers

(continues on next page)
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- samba
- scanners
- ssh
— chromecast
- all
to-vlan: <value of string>

12.33.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.33.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.33.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.34 fmgr_bonjourprofile_policylist — Bonjour policy list.

New in version 2.10.

* Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors
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12.34.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.34.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.34.3 FortiManager Version Compatibility

12.34.4 Parameters

12.34.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.34.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_bonjourprofile policylist:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
bonjour-profile: <your own value>
state: <value in [present, absent]>
bonjourprofile policylist:

(continues on next page)
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description: <value of string>
from—-vlan: <value of string>
policy—-id: <value of integer>
services:

- airplay

- afp

- bit-torrent

- ftp

- ichat

— itunes

- printers

- samba

— scanners

— ssh

— chromecast

- all
to-vlan: <value of string>

12.34.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.34.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.34.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.35 fmgr_certificate_template

New in version 2.10.

* Synopsis

* Requirements

» FortiManager Version Compatibility
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e Parameters

e Notes

e Examples

* Return Values

e Status

e Authors

12.35.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.35.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.35.3 FortiManager Version Compatibility
12.35.4 Parameters

12.35.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.35.6 Examples

- name: gathering fortimanager facts
hosts: fortimanager00
gather_ facts: no
connection: httpapi
collections:
— fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True

(continues on next page)
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(continued from previous page)

ansible_httpapi_validate_certs: False
ansible httpapi_ port: 443
tasks:
- name: retrieve all the scripts
fmgr_fact:
facts:

selector: 'certificate_template’

params:
adom: 'ansible'
template: 'your_value'
- hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_ httpapi_port: 443
tasks:
- name: no description
fmgr_certificate_template:
adom: ansible
state: present
certificate_template:
#digest—-type: shal
id-type: host-ip
key-size: 512
key-type: rsa
name: 'ansible-test'
scep—-password: 'fortinetl'
type: external

12.35.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.35.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.35.9 Authors

 Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

110

Chapter 12. Object Oriented Modules



https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Fortinet FortiManager Ansible Collection, Release 2.1.6

12.36 fmgr_cifs_domaincontroller — Define known domain controller
servers.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.36.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.36.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.36.3 FortiManager Version Compatibility
12.36.4 Parameters

12.36.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.36.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_cifs_domaincontroller:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
cifs_domaincontroller:
domain-name: <value of string>
ip: <value of string>
ip6: <value of string>
password: <value of string>
port: <value of integer>
server—name: <value of string>
username: <value of string>

12.36.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.36.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.36.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.37 fmgr_cifs_profile — Configure CIFS profile.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.37.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.37.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.37.3 FortiManager Version Compatibility
12.37.4 Parameters

12.37.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.37. fmgr_cifs_profile — Configure CIFS profile. 113



Fortinet FortiManager Ansible Collection, Release 2.1.6

12.37.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_cifs_profile:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
cifs_profile:
domain-controller: <value of string>
name: <value of string>
server—credential-type: <value in [none, credential-replication,
—credential-keytab]>
server—-keytab:
keytab: <value of string>
principal: <value of string>
password: <value of string>

12.37.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.37.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.37.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.38 fmgr_cifs_profile_filefilter — File filter.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.38.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.38.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.38.3 FortiManager Version Compatibility
12.38.4 Parameters

12.38.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.38.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_cifs_profile filefilter:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
cifs_profile filefilter:
entries:
action: <value in [block, log]l>
comment: <value of string>
direction: <value in [incoming, outgoing, any]>
file-type: <value of string>
filter: <value of string>
protocol:
- cifs
log: <value in [disable, enable]>
status: <value in [disable, enable]>

12.38.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.38.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.38.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.39 fmgr_cifs_profile_filefilter_entries — File filter entries.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.39.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.39.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.39.3 FortiManager Version Compatibility
12.39.4 Parameters

12.39.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.39.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_cifs_profile filefilter entries:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
state: <value in [present, absent]>
cifs_profile filefilter_ entries:
action: <value in [block, log]>
comment: <value of string>
direction: <value in [incoming, outgoing, any]>
file-type: <value of string>
filter: <value of string>
protocol:
- cifs

12.39.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.39.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.39.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.40 fmgr_cifs_profile_serverkeytab — Server keytab.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.40.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.40.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.40.3 FortiManager Version Compatibility
12.40.4 Parameters

12.40.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.40.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_cifs_profile_serverkeytab:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
state: <value in [present, absent]>
cifs_profile_serverkeytab:
keytab: <value of string>
principal: <value of string>
password: <value of string>

12.40.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.40.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.40.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.41 fmgr_credentialstore_domaincontroller — Define known do-
main controller servers.

New in version 2.10.
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Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.41.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.41.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.41.3 FortiManager Version Compatibility
12.41.4 Parameters

12.41.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.41.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_credentialstore_domaincontroller:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
credentialstore domaincontroller:
domain-name: <value of string>
ip: <value of string>
ip6: <value of string>
password: <value of string>
port: <value of integer>
server—name: <value of string>
username: <value of string>
hostname: <value of string>

12.41.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.41.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.41.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.42 fmgr_devprof_device_profile_fortianalyzer

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.42.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.42.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.42.3 FortiManager Version Compatibility
12.42.4 Parameters

12.42.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.42. fmgr_devprof_device_profile_fortianalyzer 123



Fortinet FortiManager Ansible Collection, Release 2.1.6

12.42.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_device_profile fortianalyzer:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
devprof_device_profile_ fortianalyzer:
managed-sn: <value of string>
target: <value in [none, this-fmg, managed, ...]>
target-ip: <value of string>
target-sn: <value of string>

12.42.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.42.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.42.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)
Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.43 fmgr_devprof_device_profile_fortiguard

New in version 2.10.
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Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
* Return Values

e Status

e Authors

12.43.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.43.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.43.3 FortiManager Version Compatibility
12.43.4 Parameters

12.43.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.43.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_device_profile_ fortiguard:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
devprof_device_profile_ fortiguard:
target: <value in [none, direct, this-fmg]>
target-ip: <value of string>

12.43.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.43.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.43.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.44 fmgr_devprof_log_fortianalyzer_setting — Global FortiAnalyzer
settings.

New in version 2.10.
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Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.44.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.44.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.44.3 FortiManager Version Compatibility
12.44.4 Parameters

12.44.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.44.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ log_fortianalyzer_setting:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
devprof_log fortianalyzer_ setting:
certificate: <value of string>
conn—-timeout: <value of integer>
enc-algorithm: <value in [default, high, low, ...]>
hmac-algorithm: <value in [sha256, shal]l>
ips—archive: <value in [disable, enable]>
monitor-failure-retry-period: <value of integer>
monitor-keepalive-period: <value of integer>
reliable: <value in [disable, enable]>
ssl-min-proto-version: <value in [default, TLSvl, TLSv1l-1, ...]>
upload-day: <value of string>
upload-interval: <value in [daily, weekly, monthly]>
upload-option: <value in [store-and-upload, realtime, l-minute, ...]>
upload-time: <value of string>
access—config: <value in [disable, enable]>
certificate-verification: <value in [disable, enable]>
max—-log-rate: <value of integer>
priority: <value in [low, default]>
interface: <value of string>
interface-select—-method: <value in [auto, sdwan, specify]>
preshared-key: <value of string>

12.44.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.44.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.44.9 Authors

* Link Zheng (@chillancezen)
* Jie Xue (@JieX19)

128 Chapter 12. Object Oriented Modules



https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Fortinet FortiManager Ansible Collection, Release 2.1.6

¢ Frank Shen (@fshen01)
* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.45 fmgr_devprof_log_fortianalyzercloud_setting — Global Forti-
Analyzer Cloud settings.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.45.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.45.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.45.3 FortiManager Version Compatibility
12.45.4 Parameters

12.45.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

12.45. fmgr_devprof_log_fortianalyzercloud_setting — Global FortiAnalyzer Cloud settings. 129



Fortinet FortiManager Ansible Collection, Release 2.1.6

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.45.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ log fortianalyzercloud_ setting:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
devprof log fortianalyzercloud_ setting:
__change_ip: <value of integer>
access—-config: <value in [disable, enable]>
certificate: <value of string>
conn—-timeout: <value of integer>
enc-algorithm: <value in [high, low, high-medium]>
hmac-algorithm: <value in [sha256, shal]>
ips—archive: <value in [disable, enablel]>
monitor-failure-retry-period: <value of integer>
monitor-keepalive-period: <value of integer>
source—-ip: <value of string>
ssl-min-proto-version: <value in [default, TLSvl-1, TLSv1l-2, ...]>
status: <value in [disable, enable]l>
upload-day: <value of string>
upload-interval: <value in [daily, weekly, monthly]>
upload-option: <value in [store-and-upload, realtime, l-minute, ...]>
upload-time: <value of string>
max—-log-rate: <value of integer>
priority: <value in [low, default]>
interface: <value of string>
interface-select-method: <value in [auto, sdwan, specify]>
preshared-key: <value of string>
certificate-verification: <value in [disable, enable]>
serial: <value of string>
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12.45.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.45.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.45.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.46 fmgr_devprof_log_syslogd_filter — Filters for remote system
server.

New in version 2.10.

Synopsis

* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.46.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.46.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.46.3 FortiManager Version Compatibility
12.46.4 Parameters

12.46.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.46.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof log syslogd filter:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
devprof: <your own value>
devprof_ log syslogd filter:
severity: <value in [emergency, alert, critical, ...]>

12.46.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.46.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.46.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.47 fmgr_devprof_log_syslogd_setting — Global settings for re-
mote syslog server.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.47.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
12.47.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.47.3 FortiManager Version Compatibility

12.47.4 Parameters

12.47.5 Notes

Note:

Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

To create or update an object, use state: present directive.
To delete an object, use state: absent directive

Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.47.6 Examples

— hosts: fortimanager-inventory
collections:

- fortinet.fortimanager

connection: httpapi
vars:

ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443

tasks:

- name: no description

fmgr_devprof_ log syslogd_setting:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
devprof_ log syslogd setting:
certificate: <value of string>
enc-algorithm: <value in [high, low, disable, ...]>
facility: <value in [kernel, user, mail, ...]>
mode: <value in [udp, legacy-reliable, reliable]>
port: <value of integer>
server: <value of string>
ssl-min-proto-version: <value in [default, TLSv1l-1, TLSv1l-2, ...]>
status: <value in [disable, enable]>
max—-log-rate: <value of integer>
priority: <value in [low, default]>
interface: <value of string>
interface-select-method: <value in [auto, sdwan, specify]>
format: <value in [default, csv, cef, ...]>
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12.47.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.47.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.47.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.48 fmgr_devprof_system_centralmanagement — Configure central
management.

New in version 2.10.

Synopsis

* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.48.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.48.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.48.3 FortiManager Version Compatibility

12.48.4 Parameters

12.48.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.48.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system_ centralmanagement:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
devprof: <your own value>
devprof_ system_ centralmanagement:
include-default-servers: <value in [disable, enable]>
server-list:
addr-type: <value in [fgdn, ipv4, 1ipv6]>
fgqdn: <value of string>
id: <value of integer>
server—address: <value of string>
server—address6: <value of string>

(continues on next page)
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(continued from previous page)

server-type:
- update
- rating

12.48.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.48.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.48.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.49 fmgr_devprof_system_centralmanagement_serverlist — Addi-
tional severs that the FortiGate can use for updates (for AV,
IPS, updates) and ratings (for web filter and antispam ratings)
servers.

New in version 2.10.

* Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
* Return Values

o Status

e Authors

12.49. fmgr_devprof_system_centralmanagement_serverlist — Additional severs that the FortiGa3&
can use for updates (for AV, IPS, updates) and ratings (for web filter and antispam ratings) servers.
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12.49.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.49.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.49.3 FortiManager Version Compatibility
12.49.4 Parameters

12.49.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.49.6 Examples

— hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: Additional severs that the FortiGate can use for updates (for AV, IPS
—updates) and ratings (for web filter and antispam ratings) servers.
fmgr_devprof_ system centralmanagement_ serverlist:
adom: ansible

o

devprof: 'ansible-test' # system template name, could find it in FortiManager,
—UI: Device Manager ——-> Provisioning Templates —--> System Templates
state: present
devprof_system_ centralmanagement_serverlist:
addr-type: ipvi4
id: 1
server—address: '222.222.211.111"

(continues on next page)
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(continued from previous page)

server—-type:
- update
- rating
- name: gathering fortimanager facts
hosts: fortimanager00
gather_facts: no
connection: httpapi
collections:
- fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:
- name: retrieve all the servers under system template
fmgr_fact:
facts:

selector: 'devprof_system_centralmanagement_serverlist'

params:
adom: 'ansible'
devprof: 'ansible-test' # system template name, could find it in_

—FortiManager UI: Device Manager —-> Provisioning Templates —--> System Templates

server-list: 'your value'

12.49.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.49.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.49.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.50 fmgr_devprof_system_dns — Configure DNS.

New in version 2.10.
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Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.50.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.50.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.50.3 FortiManager Version Compatibility
12.50.4 Parameters

12.50.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.50.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True

ansible_httpapi_validate_certs: False

ansible_httpapi_port: 443
tasks:
- name: no description

fmgr_devprof_ system dns:
bypass_validation: False
workspace_locking adom: <value in
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
devprof_ system _dns:
cache—-notfound-responses:
dns—-cache-limit: <value of integer>
dns—-cache-ttl: <value of integer>
domain: <value of string>
ip6-primary: <value of string>
ip6-secondary: <value of string>
primary: <value of string>
secondary: <value of string>
dns-over-tls: [disable,
retry: <value of integer>
server-hostname: <value of string>
ssl-certificate: <value of string>
timeout: <value of integer>
interface: <value of string>
interface-select-method:

[global,

<value in [disable,

<value in enable,

<value in [auto,

sdwan,

custom adom including root]>

enable] >

enforce] >

specify]>

12.50.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

12.50.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.50.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

12.50. fmgr_devprof_system_dns — Configure DNS.
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.51 fmgr_devprof_system_emailserver — Configure the email
server used by the FortiGate various things.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.51.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.51.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.51.3 FortiManager Version Compatibility
12.51.4 Parameters

12.51.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.

142 Chapter 12. Object Oriented Modules



Fortinet FortiManager Ansible Collection, Release 2.1.6

* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.51.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_ httpapi_ port: 443
tasks:
- name: no description
fmgr_devprof_ system emailserver:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
devprof_system emailserver:
authenticate: <value in [disable, enablel>
password: <value of string>
port: <value of integer>
reply-to: <value of string>
security: <value in [none, starttls, smtps]>
server: <value of string>
source—-ip: <value of string>
source—-ip6: <value of string>
ssl-min-proto-version: <value in [default, TLSvl, TLSv1l-1, ...]>
type: <value in [custom]>
username: <value of string>
validate-server: <value in [disable, enable]>
interface: <value of string>
interface-select-method: <value in [auto, sdwan, specify]l>

12.51.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.51.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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12.51.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.52 fmgr_devprof_system_global — Configure global attributes.

New in version 2.10.

Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.52.1 Synopsis

 This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.52.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.52.3 FortiManager Version Compatibility
12.52.4 Parameters

12.52.5 Notes
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Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.52.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: no description
fmgr_devprof_ system global:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
devprof_ system global:
admin-https—-redirect: <value in [disable, enable]>
admin-port: <value of integer>
admin-scp: <value in [disable, enable]>
admin-sport: <value of integer>
admin-ssh-port: <value of integer>
admin-ssh-vl: <value in [disable, enablel>
admin-telnet-port: <value of integer>
admintimeout: <value of integer>
gui-ipv6: <value in [disable, enable]>
gui-lines—-per-page: <value of integer>
gui-theme: <value in [blue, green, melongene, ...]>
language: <value in [english, simch, japanese, ...]>
switch-controller: <value in [disable, enable]>

12.52.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.52.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.52.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.53 fmgr_devprof_system_ntp — Configure system NTP informa-
tion.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.53.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
12.53.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.53.3 FortiManager Version Compatibility
12.53.4 Parameters

12.53.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.53.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system ntp:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
devprof_ system ntp:
ntpserver:
authentication: <value in [disable, enable]>
id: <value of integer>
key: <value of string>
key—-id: <value of integer>
ntpv3: <value in [disable, enable]>
server: <value of string>
interface: <value of string>
interface-select—-method: <value in [auto, sdwan, specify]>
ntpsync: <value in [disable, enable]>
source-ip6: <value of string>
syncinterval: <value of integer>
type: <value in [fortiguard, custom]>
authentication: <value in [disable, enable]>

(continues on next page)
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(continued from previous page)

key: <value of string>
key-id: <value of integer>
key-type: <value in [MD5, SHALl]>

12.53.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.53.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.53.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.54 fmgr_devprof_system_ntp_ntpserver — Configure the Forti-
Gate to connect to any available third-party NTP server.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

* Notes

» Examples

* Return Values

e Status

e Authors
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12.54.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.54.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.54.3 FortiManager Version Compatibility

12.54.4 Parameters

12.54.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.54.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system ntp_ntpserver:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
state: <value in [present, absent]>
devprof_system ntp_ ntpserver:

(continues on next page)
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authentication: <value in [disable, enable]>

id: <value of integer>

key: <value of string>

key-id: <value of integer>

ntpv3: <value in [disable, enable]>

server: <value of string>

interface: <value of string>

interface-select-method: <value in [auto, sdwan, specify]>

12.54.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.54.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.54.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.55 fmgr_devprof_system_replacemsg_admin - Replacement
messages.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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e Authors I

12.55.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.55.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.55.3 FortiManager Version Compatibility

12.55.4 Parameters

12.55.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.55.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system replacemsg_admin:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)

12.55. fmgr_devprof_system_replacemsg_admin — Replacement messages. 151



Fortinet FortiManager Ansible Collection, Release 2.1.6

(continued from previous page)

adom: <your own value>

devprof: <your own value>

devprof_ system_ replacemsg_admin:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.55.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.55.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.55.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.56 fmgr_devprof_system_replacemsg_alertmail — Replacement
messages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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12.56.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.56.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.56.3 FortiManager Version Compatibility

12.56.4 Parameters

12.56.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.56.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system replacemsg_alertmail:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg_alertmail:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.56.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.56.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.56.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.57 fmgr_devprof_system_replacemsg_auth — Replacement mes-
sages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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e Authors I

12.57.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.57.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.57.3 FortiManager Version Compatibility

12.57.4 Parameters

12.57.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.57.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system replacemsg_auth:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg_auth:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.57.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.57.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.57.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.58 fmgr_devprof_system_replacemsg_devicedetectionportal -
Replacement messages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status

156 Chapter 12. Object Oriented Modules


https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Fortinet FortiManager Ansible Collection, Release 2.1.6

e Authors I

12.58.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.58.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.58.3 FortiManager Version Compatibility

12.58.4 Parameters

12.58.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.58.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system replacemsg_devicedetectionportal:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg devicedetectionportal:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.58.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.58.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.58.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.59 fmgr_devprof_system_replacemsg_ec - Replacement mes-
sages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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12.59.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.59.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.59.3 FortiManager Version Compatibility

12.59.4 Parameters

12.59.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.59.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof system replacemsg_ec:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>
devprof: <your own value>
devprof_ system replacemsg ec:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.59.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.59.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.59.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.60 fmgr_devprof_system_replacemsg_fortiguardwf — Replace-
ment messages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status

160 Chapter 12. Object Oriented Modules


https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Fortinet FortiManager Ansible Collection, Release 2.1.6

e Authors I

12.60.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.60.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.60.3 FortiManager Version Compatibility

12.60.4 Parameters

12.60.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.60.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system replacemsg_fortiguardwf:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg fortiguardwf:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.60.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.60.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.60.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.61 fmgr_devprof_system_replacemsg_ftp — Replacement mes-
sages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status

162 Chapter 12. Object Oriented Modules


https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Fortinet FortiManager Ansible Collection, Release 2.1.6
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12.61.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.61.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.61.3 FortiManager Version Compatibility

12.61.4 Parameters

12.61.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.61.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_ devprof system replacemsg ftp:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>
devprof: <your own value>
devprof_ system replacemsg ftp:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.61.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.61.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.61.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.62 fmgr_devprof_system_replacemsg_http — Replacement mes-
sages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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12.62.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.62.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.62.3 FortiManager Version Compatibility

12.62.4 Parameters

12.62.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.62.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system replacemsg_http:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg _http:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.62.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.62.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.62.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.63 fmgr_devprof_system_replacemsg_mail — Replacement mes-
sages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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12.63.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.63.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.63.3 FortiManager Version Compatibility

12.63.4 Parameters

12.63.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.63.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof system replacemsg mail:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg mail:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.63.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.63.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.63.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.64 fmgr_devprof_system_replacemsg_mms — Replacement mes-
sages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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12.64.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.64.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.64.3 FortiManager Version Compatibility

12.64.4 Parameters

12.64.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.64.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_ devprof system replacemsg mms:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg _mms:
buffer: <value of string>
charset: <value in [us—-ascii, utf-8]>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
image: <value of string>
msg-type: <value of string>

12.64.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.64.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.64.9 Authors

* Link Zheng (@chillancezen)
* Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.65 fmgr_devprof_system_replacemsg_nacquar - Replacement
messages.

New in version 2.10.

* Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

e Return Values
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e Status

e Authors

12.65.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.65.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.65.3 FortiManager Version Compatibility
12.65.4 Parameters

12.65.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.65.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_ devprof_ system replacemsg nacquar:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...

(continues on next page)
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rc_failed: [-2, 3, ...]
adom: <your own value>
devprof: <your own value>
devprof_system_replacemsg_nacquar:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.65.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.65.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.65.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.66 fmgr_devprof_system_replacemsg_nntp — Replacement mes-
sages.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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12.66.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.66.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.66.3 FortiManager Version Compatibility

12.66.4 Parameters

12.66.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.66.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system replacemsg_nntp:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg nntp:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.66.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.66.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.66.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.67 fmgr_devprof_system_replacemsg_spam — Replacement mes-
sages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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12.67.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.67.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.67.3 FortiManager Version Compatibility

12.67.4 Parameters

12.67.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.67.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system replacemsg_spam:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg_spam:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.67.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.67.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.67.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.68 fmgr_devprof_system_replacemsg_sslvpn - Replacement
messages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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12.68.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.68.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.68.3 FortiManager Version Compatibility

12.68.4 Parameters

12.68.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.68.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_ devprof system replacemsg_sslvpn:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg sslvpn:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.68.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.68.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.68.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.69 fmgr_devprof_system_replacemsg_trafficquota - Replace-
ment messages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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12.69.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.69.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.69.3 FortiManager Version Compatibility

12.69.4 Parameters

12.69.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.69.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system replacemsg_trafficquota:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg trafficquota:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.69.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.69.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.69.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.70 fmgr_devprof_system_replacemsg_utm — Replacement mes-
sages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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12.70.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.70.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.70.3 FortiManager Version Compatibility

12.70.4 Parameters

12.70.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.70.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_devprof_ system replacemsg_utm:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>
devprof: <your own value>
devprof_ system replacemsg utm:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.70.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.70.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.70.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.71 fmgr_devprof_system_replacemsg_webproxy — Replacement
messages.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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e Authors I

12.71.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.71.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.71.3 FortiManager Version Compatibility

12.71.4 Parameters

12.71.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.71.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_ devprof_ system replacemsg_webproxy:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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adom: <your own value>

devprof: <your own value>

devprof_ system replacemsg webproxy:
buffer: <value of string>
format: <value in [none, text, html, ...]>
header: <value in [none, http, 8bit]>
msg-type: <value of string>

12.71.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.71.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.71.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.72 fmgr_devprof_system_snmp_community — SNMP community
configuration.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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e Authors I

12.72.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.72.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.72.3 FortiManager Version Compatibility

12.72.4 Parameters

12.72.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.72.6 Examples

- name: gathering fortimanager facts

hosts: fortimanager00

gather_facts: no

connection: httpapi

collections:
- fortinet.fortimanager

vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:
- name: retrieve all the communities in system template
fmgr_fact:
facts:
selector: 'devprof_system_snmp_community'
params:

(continues on next page)
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adom: 'ansible'
devprof: 'ansible-test' # system template name, could find it in_

—FortiManager UI: Device Manager —-> Provisioning Templates —-—-> System Templates
community: 'your_ value'
- hosts: fortimanager00
collections:

- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_ httpapi_ port: 443
tasks:
— name: SNMP community configuration.
fmgr_devprof_ system_snmp_community:
bypass_validation: False
adom: ansible
devprof: 'ansible-test' # system template name, could find it in FortiManager,,
—UI: Device Manager —-—-> Provisioning Templates —--> System Templates
state: present
devprof_ system snmp_community:
events:
- cpu-high
- mem—low
- log—-full
- intf-ip
- vpn—-tun—-up
- vpn-tun-down
— ha-switch
- ha-hb-failure
- ips-signature
- ips—anomaly
- av-virus
- av-oversize
— av-pattern
- av-—fragmented
- fm-if-change
- fm-conf-change
- temperature-high
- voltage-alert
- ha-member-up
— ha-member—-down
- ent-conf-change
- av-conserve
- av-bypass
- av-oversize-passed
- av-oversize-blocked
- ips-pkg-update
- power-supply-failure
- amc-bypass
- faz-disconnect
- fan-failure
- bgp-established
- bgp-backward-transition
- wc-ap-up
- wc—ap-down
- fswctl-session-up

(continues on next page)
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- fswctl-session-down
- ips-fail-open
- load-balance-real-server—-down
- device-new
- enter-intf-bypass
- exit-intf-bypass
- per-cpu-high
- power—-blade-down
- confsync_failure
hosts:
ha-direct: enable
host-type: any
id: 1
id: 1
name: 'ansible-test'

12.72.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.72.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.72.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

e Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.73 fmgr_devprof_system_snmp_community_hosts — Configure
IPv4 SNMP managers (hosts).

New in version 2.10.

* Synopsis

* Requirements

* FortiManager Version Compatibility
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e Parameters

e Notes

e Examples

* Return Values

e Status

e Authors

12.73.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.73.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.73.3 FortiManager Version Compatibility
12.73.4 Parameters

12.73.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.73.6 Examples

- name: gathering fortimanager facts
hosts: fortimanager00
gather_ facts: no
connection: httpapi
collections:
— fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True

(continues on next page)
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ansible_httpapi_validate_certs: False
ansible httpapi_ port: 443
tasks:
- name: retrieve all the hosts in the community
fmgr_fact:
facts:
selector: 'devprof_system_snmp_community_hosts'
params:
adom: 'ansible'
devprof: 'ansible-test' # system template name, could find it in_
—FortiManager UI: Device Manager —-> Provisioning Templates —--> System Templates
community: '1'
hosts: 'your_value'
- hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: Configure IPv4 SNMP managers (hosts).
fmgr_devprof system snmp_ community_ hosts:
bypass_validation: False
adom: ansible
devprof: 'ansible-test' # system template name, could find it in FortiManager,,
—UI: Device Manager —--> Provisioning Templates —--> System Templates
community: '1' # id
state: present
devprof_system_ snmp_community hosts:
ha-direct: enable
host-type: query
id: 1

12.73.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.73.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.73.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.74 fmgr_devprof_system_snmp_community _hosts6 — Configure
IPv6 SNMP managers.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.74.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.74.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.74.3 FortiManager Version Compatibility
12.74.4 Parameters

12.74.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
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* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.74.6 Examples

— name: gathering fortimanager facts

hosts: fortimanager00

gather_ facts: no

connection: httpapi

collections:
- fortinet.fortimanager

vars:
ansible httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible httpapi_ port: 443

tasks:
— name: retrieve all the the IPv6 hosts in the community
fmgr_fact:
facts:
selector: 'devprof_system_snmp_community_hosts6'’
params:

adom: 'ansible'
devprof: 'ansible-test' # system template name, could find it in_
—FortiManager UI: Device Manager —--> Provisioning Templates —--> System Templates
community: '1' # id
hosts6: 'your_value'
- hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: Configure IPv6 SNMP managers.
fmgr_ devprof_ system_ snmp_ community_ hostsé6:
bypass_validation: False
adom: ansible
devprof: 'ansible-test' # system template name, could find it in FortiManager,,
—UI: Device Manager —--> Provisioning Templates —--> System Templates
community: '1' # id
state: present
devprof_system_ snmp_community hostsé6:
ha-direct: enable
host-type: any
id: 1

12.74.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.74.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.74.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.75 fmgr_devprof_system_snmp_sysinfo — SNMP system info con-
figuration.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.75.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
12.75.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

192 Chapter 12. Object Oriented Modules



Fortinet FortiManager Ansible Collection, Release 2.1.6

12.75.3 FortiManager Version Compatibility
12.75.4 Parameters

12.75.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.75.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_ devprof_ system_snmp_sysinfo:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
devprof: <your own value>
devprof_ system_ snmp_sysinfo:
status: <value in [disable, enable]l>

12.75.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.75.8 Status

 This module is not guaranteed to have a backwards compatible interface.
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12.75.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.76 fmgr_devprof_system_snmp_user — SNMP user configuration.

New in version 2.10.

Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.76.1 Synopsis

 This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.76.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.76.3 FortiManager Version Compatibility
12.76.4 Parameters

12.76.5 Notes
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Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.76.6 Examples

— name: gathering fortimanager facts
hosts: fortimanager00
gather_ facts: no
connection: httpapi
collections:
- fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi port: 443
tasks:
- name: retrieve all the scripts
fmgr_fact:
facts:
selector: 'devprof_system_snmp_user'
params:
adom: 'ansible'
devprof: 'ansible-test' # system template name, could find it in_
—FortiManager UI: Device Manager —-> Provisioning Templates —-—-> System Templates
user: 'your_value'
- hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_ httpapi_port: 443
tasks:
— name: SNMP user configuration.
fmgr_devprof_ system_snmp_user:
bypass_validation: False
adom: ansible
devprof: 'ansible-test' # system template name, could find it in FortiManager,,
—UI: Device Manager ——-> Provisioning Templates —--> System Templates
state: present
devprof_ system snmp_user:
auth-proto: md5
auth-pwd: 'fortinet'
events:
- cpu-high

(continues on next page)
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- mem-low

- log-full

- intf-ip

- vpn—tun—-up

- vpn-tun-down

- ha-switch

- fm-conf-change

- ips-signature

- ips—-anomaly

- temperature-high

- voltage—-alert

- av-virus

- av-oversize

- av-pattern

- av-—fragmented

- ha-hb-failure

- fan-failure

— ha-member—-up

— ha-member-down

- ent-conf-change

- av-conserve

- av-bypass

- av-oversize-passed

- av-oversize-blocked

- ips-pkg-update

- fm-if-change

- power-supply-failure

- amc-bypass

— faz-disconnect

- bgp-established

- bgp-backward-transition

- wc—ap-up

- wc—ap-down

- fswctl-session-up

— fswctl-session-down

- ips-fail-open

- load-balance-real-server—-down

- device—new

- enter-intf-bypass

- exit-intf-bypass

— per—-cpu—high

- power-blade—-down

- confsync_failure
ha-direct: disable
name: 'ansible-test'

12.76.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.76.8 Status

 This module is not guaranteed to have a backwards compatible interface.
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12.76.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.77 fmgr_dlp_datatype — Configure predefined data type used by
DLP blocking.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.77.1 Synopsis

* This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.77.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.77.3 FortiManager Version Compatibility
12.77.4 Parameters

12.77.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.77.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_datatype:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dlp_datatype:
comment: <value of string>
look—ahead: <value of integer>
look-back: <value of integer>
name: <value of string>
pattern: <value of string>
transform: <value of string>
verify: <value of string>
verify-transformed-pattern: <value in [disable, enable]>

12.77.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.77.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.77.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.78 fmgr_dlp_dictionary — Configure dictionaries used by DLP
blocking.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.78.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
12.78.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.78. fmgr_dlp_dictionary — Configure dictionaries used by DLP blocking. 199



Fortinet FortiManager Ansible Collection, Release 2.1.6

12.78.3 FortiManager Version Compatibility
12.78.4 Parameters

12.78.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.78.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_dictionary:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dlp dictionary:
comment: <value of string>
entries:
comment: <value of string>
id: <value of integer>
ignore—case: <value in [disable, enable]>
pattern: <value of string>
repeat: <value in [disable, enable]>
status: <value in [disable, enable]l>
type: <value of string>
match-type: <value in [match-all, match-any]>
name: <value of string>
uuid: <value of string>

200 Chapter 12. Object Oriented Modules




Fortinet FortiManager Ansible Collection, Release 2.1.6

12.78.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.78.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.78.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.79 fmgr_dlp_dictionary_entries — DLP dictionary entries.

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.79.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.79.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.79.3 FortiManager Version Compatibility

12.79.4 Parameters

12.79.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.79.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_dictionary_ entries:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
dictionary: <your own value>
state: <value in [present, absent]>
dlp_dictionary_entries:
comment: <value of string>
id: <value of integer>
ignore-case: <value in [disable, enable]>
pattern: <value of string>
repeat: <value in [disable, enable]>
status: <value in [disable, enable]>
type: <value of string>
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12.79.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.79.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.79.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.80 fmgr_dlp_filepattern — Configure file patterns used by DLP
blocking.

New in version 2.10.

Synopsis

* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.80.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.80.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.80.3 FortiManager Version Compatibility

12.80.4 Parameters

12.80.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.80.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_filepattern:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
state: <value in [present, absent]>
dlp_ filepattern:
comment: <value of string>
entries:
file-type: <value in [unknown, ignored, exe, ...]>
filter-type: <value in [pattern, typel>
pattern: <value of string>
id: <value of integer>
name: <value of string>
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12.80.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.80.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.80.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.81 fmgr_dlp_filepattern_entries — Configure file patterns used by
DLP blocking.

New in version 2.10.

Synopsis

* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.81.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.81.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.81.3 FortiManager Version Compatibility

12.81.4 Parameters

12.81.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.81.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_filepattern_ entries:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
filepattern: <your own value>
state: <value in [present, absent]>
dlp_filepattern_entries:
file-type: <value in [unknown, ignored, exe, ...]>
filter-type: <value in [pattern, typel>
pattern: <value of string>
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12.81.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.81.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.81.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.82 fmgr_dlp_fpsensitivity — Create self-explanatory DLP sensitiv-
ity levels to be used when setting sensitivity under config fp-
doc-source.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

e Return Values

e Status

e Authors

12.82.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.82.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.82.3 FortiManager Version Compatibility

12.82.4 Parameters

12.82.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.82.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_ fpsensitivity:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
state: <value in [present, absent]>
dlp_ fpsensitivity:
name: <value of string>

12.82.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.82.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.82.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.83 fmgr_dlp_profile — Configure DLP profiles.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.83.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.83.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.83.3 FortiManager Version Compatibility
12.83.4 Parameters

12.83.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.83.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_profile:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dlp_profile:
comment: <value of string>
dlp-log: <value in [disable, enable]>
extended-log: <value in [disable, enable]>
feature-set: <value in [flow, proxy]>
full-archive-proto:
- smtp
- pop3
- imap
- http-post
- http-get
- ftp
- nntp
- mapi
— ssh
- cifs

(continues on next page)
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(continued from previous page)

nac—quar-log: <value in

[disable, enable]>

name: <value of string>
replacemsg-group: <value of string>
rule:
action: <value in [log-only, block, quarantine-ip, 1>
archive: <value in [disable, enable]>
expiry: <value of string>
file-size: <value of integer>
file-type: <value of string>
filter-by: <value in [fingerprint, sensor, encrypted, 1>
id: <value of integer>
label: <value of string>
match-percentage: <value of integer>
name: <value of string>
proto:
- smtp
- pop3
- imap
- http-post
- http-get
- ftp
- nntp
- mapi
- ssh
- cifs
sensitivity: <value of string>
sensor: <value of string>
severity: <value in [info, low, medium, 1>
type: <value in [file, message]>
summary-proto:
- smtp
- pop3
- imap
- http-post
- http-get
- ftp
- nntp
- mapi
- ssh
- cifs

12.83.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.83.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.83. fmgr_dIp_profile — Configure DLP profiles.
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12.83.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.84 fmgr_dlp_profile_rule — Set up DLP rules for this profile.

New in version 2.10.

Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.84.1 Synopsis

 This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.84.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.84.3 FortiManager Version Compatibility
12.84.4 Parameters

12.84.5 Notes
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Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters

workspace_locking_adom and workspace_locking_timeout help do the work.
* To create or update an object, use state: present directive.

» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.84.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: no description
fmgr_ dlp_profile_rule:
bypass_validation: False

workspace_locking adom: <value in [global, custom adom including root]>

workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
state: <value in [present, absent]>
dlp profile_rule:
action: <value in [log-only, block, quarantine-ip,
archive: <value in [disable, enable]>
expiry: <value of string>
file-size: <value of integer>
file-type: <value of string>
filter-by: <value in [fingerprint, sensor, encrypted,
id: <value of integer>
label: <value of string>
match—-percentage: <value of integer>
name: <value of string>
proto:
- smtp
- pop3
- imap
- http-post
- http-get
- ftp
- nntp
- mapi
- ssh
- cifs

1>

1>

(continues on next page)
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(continued from previous page)

sensitivity: <value of string>

sensor: <value of string>

severity: <value in [info, low, medium, ...]>
type: <value in [file, message]>

12.84.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

12.84.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.84.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.85 fmgr_dIp_sensitivity — Create self-explanatory DLP sensitivity
levels to be used when setting sensitivity under config fp-doc-
source.

New in version 2.10.

* Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

e Examples

* Return Values

o Status

e Authors
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12.85.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.85.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.85.3 FortiManager Version Compatibility

12.85.4 Parameters

12.85.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.85.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_sensitivity:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dlp_sensitivity:
name: <value of string>
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setting sensitivity under config fp-doc-source.




Fortinet FortiManager Ansible Collection, Release 2.1.6

12.85.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.85.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.85.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.86 fmgr_dlp_sensor — Configure DLP sensors.

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.86.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.86.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.86.3 FortiManager Version Compatibility

12.86.4 Parameters

12.86.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.86.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_sensor:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
state: <value in [present, absent]>
dlp_sensor:
comment: <value of string>
dlp-log: <value in [disable, enable]>
extended-log: <value in [disable, enable]>
filter:
action: <value in [log-only, block, exempt, ...]>
archive: <value in [disable, enable, summary-only]>
company—-identifier: <value of string>

(continues on next page)
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expiry: <value of
file-size: <value
file-type: <value
filter-by: <value

string>

of integer>

of string>

in [credit-card, ssn,

fp-sensitivity: <value of string>
id: <value of integer>

match-percentage:
name:
proto:

- imap

- smtp

- pop3

- ftp

- nntp

- mml

- mm3

- mmé4

— mm7

- mapi

- aim

- icqg

- msn

- yahoo

- http-get

- http-post

- ssh

- cifs
regexp: <value of

<value of integer>

<value of string>

string>

severity: <value in [info, low, medium,

type: <value in [file, message]>

sensitivity: <value of string>
flow-based: <value in [disable, enable]l>

full-archive-proto:

- imap

- smtp

- pop3

- ftp

- nntp

- mml

- mm3

- mm4

- mm7

- mapi

- aim

- icqg

- msn

- yahoo

- http-get

- http-post

- ssh

- cifs
nac—quar-log: <value in
name: <value of string>

[disable, enable]>

options: <value in [strict-file]>
replacemsg—-group: <value of string>

summary-proto:
- imap

regexp,

1>

(continues on next page)
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- smtp

- pop3

- ftp

- nntp

- mml

- mm3

- mmé4

— mm'/

- mapi

- aim

- icg

- msn

- yahoo

- http-get

- http-post

- ssh

- cifs
feature-set: <value in
entries:

[proxy, flow]>

count: <value of integer>
dictionary: <value of string>
id: <value of integer>

status: <value in

eval: <value of string>

[disable, enable]>

match-type: <value in [match-all, match-any, match-eval]l>

12.86.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.86.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.86.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.87 fmgr_dlp_sensor_entries — DLP sensor entries.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.87.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.87.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.87.3 FortiManager Version Compatibility
12.87.4 Parameters

12.87.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.87.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_sensor_entries:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
sensor: <your own value>
state: <value in [present, absent]>
dlp_sensor_entries:
count: <value of integer>
dictionary: <value of string>
id: <value of integer>
status: <value in [disable, enable]>

12.87.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.87.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.87.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)
Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.88 fmgr_dlp_sensor_filter — Set up DLP filters for this sensor.

New in version 2.10.
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Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
* Return Values

e Status

e Authors

12.88.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.88.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.88.3 FortiManager Version Compatibility
12.88.4 Parameters

12.88.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.88.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dlp_sensor_filter:
bypass_validation: False

workspace_locking adom: <value in [global, custom adom including root]>

workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
sensor: <your own value>
state: <value in [present, absent]>
dlp_sensor_ filter:
action: <value in [log-only, block, exempt, ...]>
archive: <value in [disable, enable, summary-only]>
company-identifier: <value of string>
expiry: <value of string>
file-size: <value of integer>
file-type: <value of string>
filter-by: <value in [credit-card, ssn, regexp,
fp-sensitivity: <value of string>
id: <value of integer>
match-percentage: <value of integer>
name: <value of string>
proto:
- imap
- smtp
- pop3
- ftp
- nntp
- mml
- mm3
- mmé4
- mm7
- mapi
- aim
- icg
- msn
- yahoo
- http-get
- http-post
- ssh
- cifs
regexp: <value of string>
severity: <value in [info, low, medium, ...]>
type: <value in [file, message]>
sensitivity: <value of string>

12.88. fmgr_dlp_sensor_filter — Set up DLP filters for this sensor.
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12.88.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.88.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.88.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.89 fmgr_dnsfilter_domainfilter — Configure DNS domain filters.

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.89.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.89.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.89.3 FortiManager Version Compatibility
12.89.4 Parameters

12.89.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.89.6 Examples

- hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: Configure DNS domain filters.
fmgr_dnsfilter domainfilter:
bypass_validation: False
adom: ansible
state: present
dnsfilter domainfilter:
comment: 'ansible-test-comment'
entries:
action: allow
id: 1
status: disable
type: simple
id: 1
name: 'ansible-test'
- name: gathering fortimanager facts
hosts: fortimanager00
gather_facts: no

(continues on next page)
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connection: httpapi
collections:
— fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:
- name: retrieve all the domain filters
fmgr_fact:
facts:
selector: 'dnsfilter domainfilter'
params:

adom: 'ansible'
domain-filter: 'your_value'

12.89.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.89.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.89.9 Authors

* Link Zheng (@chillancezen)
* Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.90 fmgr_dnsfilter_domainfilter_entries — DNS domain filter en-
tries.

New in version 2.10.

* Synopsis

* Requirements

* FortiManager Version Compatibility
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e Parameters

e Notes

e Examples

* Return Values

e Status

e Authors

12.90.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.90.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.90.3 FortiManager Version Compatibility
12.90.4 Parameters

12.90.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.90.6 Examples

- name: gathering fortimanager facts
hosts: fortimanager00
gather_ facts: no
connection: httpapi
collections:
— fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True

(continues on next page)
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ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:
— name: retrieve all the the entries in the domain filter
fmgr_fact:
facts:
selector: 'dnsfilter domainfilter_entries'
params:
adom: 'ansible'
domain-filter: '1' # id
entries: 'your_value'
— hosts: fortimanager00
collections:

- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: DNS domain filter entries.
fmgr_dnsfilter domainfilter_ entries:
bypass_validation: False
adom: ansible
domain-filter: '1' # id
state: present
dnsfilter domainfilter entries:
action: allow
id: 1
status: disable
type: simple

12.90.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.90.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.90.9 Authors

 Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.91 fmgr_dnsfilter_profile — Configure DNS domain filter profiles.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.91.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.91.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.91.3 FortiManager Version Compatibility
12.91.4 Parameters

12.91.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.91. fmgr_dnsfilter_profile — Configure DNS domain filter profiles. 229



Fortinet FortiManager Ansible Collection, Release 2.1.6

12.91.6 Examples

- name: gathering fortimanager facts
hosts: fortimanager00
gather_ facts: no
connection: httpapi
collections:
— fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:
— name: retrieve all the profiles
fmgr_fact:
facts:
selector: 'dnsfilter profile'
params:

adom: 'ansible'
profile: 'your_value'
- hosts: fortimanager00
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: Configure DNS domain filter profiles.
fmgr_dnsfilter profile:
bypass_validation: False
adom: ansible
state: present
dnsfilter profile:
block—-action: redirect
block-botnet: disable
comment: 'ansible-test-comment'
log-all-domain: disable
name: 'ansible-test'

12.91.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.91.8 Status

» This module is not guaranteed to have a backwards compatible interface.

12.91.9 Authors

* Link Zheng (@chillancezen)
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e Jie Xue (@JieX19)
¢ Frank Shen (@fshen01)
* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.92 fmgr_dnsfilter_profile_dnstranslation — DNS translation set-
tings.

New in version 2.10.

* Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

o Status

e Authors

12.92.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.92.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.92.3 FortiManager Version Compatibility
12.92.4 Parameters

12.92.5 Notes

Note:
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* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.92.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dnsfilter profile_dnstranslation:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
profile: <your own value>
state: <value in [present, absent]>
dnsfilter profile_dnstranslation:
dst: <value of string>
id: <value of integer>
netmask: <value of string>
src: <value of string>
status: <value in [disable, enable]>
addr-type: <value in [ipv4, ipv6]>
dst6: <value of string>
prefix: <value of integer>
src6: <value of string>

12.92.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.92.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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12.92.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.93 fmgr_dnsfilter_profile_domainfilter — Domain filter settings.

New in version 2.10.

Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.93.1 Synopsis

 This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.93.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.93.3 FortiManager Version Compatibility
12.93.4 Parameters

12.93.5 Notes
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Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.93.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: no description
fmgr_dnsfilter profile_domainfilter:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
dnsfilter profile_domainfilter:
domain-filter-table: <value of integer>

12.93.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

12.93.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.93.9 Authors

Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.94 fmgr_dnsfilter_profile_ftgddns — FortiGuard DNS Filter set-
tings.

New in version 2.10.

* Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.94.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.94.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.94.3 FortiManager Version Compatibility
12.94.4 Parameters

12.94.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
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* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.94.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_ httpapi_ port: 443
tasks:
- name: no description
fmgr_dnsfilter profile_ ftgddns:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
dnsfilter profile_ ftgddns:
filters:
action: <value in [monitor, block]>
category: <value of string>
id: <value of integer>
log: <value in [disable, enable]>
options:
- error—-allow
- ftgd-disable

12.94.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.94.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.94.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)
¢ Frank Shen (@fshen(1)
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* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.95 fmgr_dnsfilter_profile_ftgddns_filters — FortiGuard DNS do-
main filters.

New in version 2.10.

Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.95.1 Synopsis

 This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.95.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.95.3 FortiManager Version Compatibility
12.95.4 Parameters

12.95.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.
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* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.95.6 Examples

- hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: FortiGuard DNS domain filters.
fmgr_dnsfilter_ profile_ftgddns_filters:
bypass_validation: False
adom: ansible
profile: 'ansible-test' # name
state: present
dnsfilter profile_ ftgddns_filters:
action: monitor
id: 1
log: disable
- name: gathering fortimanager facts
hosts: fortimanager00
gather_facts: no
connection: httpapi
collections:
- fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443

tasks:
- name: retrieve all the filters in the profile
fmgr_fact:
facts:
selector: 'dnsfilter profile ftgddns_filters'
params:

adom: 'ansible'
profile: 'ansible-test' # name
filters: 'your_value'

12.95.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.95.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.95.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.96 fmgr_dvmdb_adom — ADOM table, most attributes are read-
only and can only be changed internally.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.96.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
12.96.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.96. fmgr_dvmdb_adom — ADOM table, most attributes are read-only and can only be change#39
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12.96.3 FortiManager Version Compatibility
12.96.4 Parameters

12.96.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.

* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.96.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dvmdb_adom:
bypass_validation: False

workspace_locking adom: <value in [global,

workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
state: <value in [present, absent]>
dvmdb_adom:
desc: <value of string>
flags:
- migration
- db_export
- no_vpn_console
- backup
— other_devices
— central_sdwan
- is_autosync
- per_device_wtp
- policy_check_on_install
- install_on_policy_check_fail
- auto_push_cfg
- per_device_fsw

custom adom including root]>

log_db_retention_hours: <value of integer>

log_disk _quota: <value of integer>

(continues on next page)
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(continued from previous page)

log_disk quota_alert_thres: <value of integer>
log_disk quota_split_ratio: <value of integer>
log file_retention_hours: <value of integer>
meta fields: <value of dict>
mig mr: <value of integer>
mig os_ver: <value in [unknown, 0.0, 1.0, ...]>
mode: <value in [ems, gms, provider]>
mr: <value of integer>
name: <value of string>
os_ver: <value in [unknown, 0.0, 1.0, ...]>
restricted prds:

- fos

- foc

- fml

- fch

- fwb

- log

- fct

- faz

- fsa

- fsw

- fmg

- fdd

- fac

- fpx

- fna

- fdc

- ffw

- fsr

- fad

- fap

- fxt

- fts

- fai

- fwc
state: <value of integer>
uuid: <value of string>
create_time: <value of integer>
workspace_mode: <value of integer>

12.96.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.96.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.96.9 Authors

* Link Zheng (@chillancezen)

12.96. fmgr_dvmdb_adom — ADOM table, most attributes are read-only and can only be change841

internally.


https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Fortinet FortiManager Ansible Collection, Release 2.1.6

e Jie Xue (@JieX19)
¢ Frank Shen (@fshen01)
* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.97 fmgr_dvmdb_adom_objectmember — ADOM table, most at-
tributes are read-only and can only be changed internally.

New in version 2.10.

* Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

o Status

e Authors

12.97.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.97.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.97.3 FortiManager Version Compatibility
12.97.4 Parameters

12.97.5 Notes

Note:
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* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.97.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dvmdb_adom_objectmember:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
state: <value in [present, absent]>
dvmdb_adom_objectmember:
name: <value of string>
vdom: <value of string>

12.97.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.97.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.97.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

12.97. fmgr_dvmdb_adom_objectmember — ADOM table, most attributes are read-only and can243
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.98 fmgr_dvmdb_device — Device table, most attributes are read-
only and can only be changed internally.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.98.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.98.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.98.3 FortiManager Version Compatibility
12.98.4 Parameters

12.98.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
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* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.98.6 Examples

— name: Delete first FOS devices from FMG In a specific adom

hosts: fortimanager00

gather_ facts: no

connection: httpapi

collections:
- fortinet.fortimanager

vars:
ansible httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible httpapi_ port: 443
device_adom: 'root'

tasks:
— name: fetch all devices
fmgr_fact:
facts:

selector: 'dvmdb_device'

params:
adom: '{{ device_adom }}'
device: 'your_value'

register: alldevices
- when: alldevices.meta.response_data != []

debug:
msg:
- 'We are going to delete device: {{ alldevices.meta.response_datal[0].name }}
'IP of the device is: {{ alldevices.meta.response_datal[0].ip }}'
- when: alldevices.meta.response_data != [] and False

name: Create The Task To Delete The Device
fmgr_dvm_cmd_del_device:
dvm_cmd_del_device:
device: '{{ alldevices.meta.response_data[0].name }}'
adom: '{{ device_adom }}'
flags:
— 'create_task'
- 'nonblocking'
register: uninstalling_task
— when: alldevices.meta.response_data != [] and False
name: poll the task
fmgr_fact:
facts:
selector: 'task task'
params:
task: '{{uninstalling task.meta.response_data.taskid}}'
register: taskinfo
until: taskinfo.meta.response_data.percent == 100
retries: 30
delay: 5
failed_when: taskinfo.meta.response_data.state == 'error'

12.98. fmgr_dvmdb_device — Device table, most attributes are read-only and can only be chang245
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12.98.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.98.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.98.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.99 fmgr_dvmdb_device_vdom — Device VDOM table.

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.99.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.99.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.99.3 FortiManager Version Compatibility

12.99.4 Parameters

12.99.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.99.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dvmdb_device_vdom:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
device: <your own value>
state: <value in [present, absent]>
dvmdb_device_vdom:
comments: <value of string>
name: <value of string>
opmode: <value in [nat, transparent]>
rtm_prof_id: <value of integer>
status: <value of string>
vpn_id: <value of integer>
meta fields: <value of dict>
vdom_type: <value in [traffic, admin]>
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12.99.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.99.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.99.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.100 fmgr_dvmdb_folder

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.100.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.100.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.100.3 FortiManager Version Compatibility
12.100.4 Parameters

12.100.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.100.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: no description
fmgr_dvmdb_folder:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dvmdb_folder:
desc: <value of string>
name: <value of string>
parent: <value of integer>

12.100.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.100.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.100.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.101 fmgr_dvmdb_group — Device group table.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.101.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.101.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.101.3 FortiManager Version Compatibility
12.101.4 Parameters

12.101.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.101.6 Examples

- name: gathering fortimanager facts

hosts: fortimanager00

gather_facts: no

connection: httpapi

collections:
- fortinet.fortimanager

vars:
ansible httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible httpapi_ port: 443

tasks:
- name: retrieve all the groups in the device
fmgr_fact:
facts:
selector: 'dvmdb_group'
params:
adom: 'ansible'
group: 'your_value'
- hosts: fortimanager00
collections:

- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: Device group table.
fmgr_dvmdb_group:
bypass_validation: False
adom: ansible
state: present
dvmdb_group:
desc: 'ansible-test'

(continues on next page)
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(continued from previous page)

name: 'ansible-test'
os_type: fos
type: normal

12.101.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.101.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.101.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.102 fmgr_dvmdb_group_objectmember — Device group table.

New in version 2.10.

Synopsis
* Requirements

* FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors
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12.102.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.102.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.102.3 FortiManager Version Compatibility

12.102.4 Parameters

12.102.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters

workspace_locking_adom and workspace_locking_timeout help do the work.
* To create or update an object, use state: present directive.

* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.102.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dvmdb_group_objectmember:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
group: <your own value>
state: <value in [present, absent]>
dvmdb_group_objectmember:

(continues on next page)
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(continued from previous page)

name: <value of string>
vdom: <value of string>

12.102.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.102.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.102.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.103 fmgr_dvmdb_metafields_adom

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.103.1 Synopsis

* This module is able to configure a FortiManager device.
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» Examples include all parameters and values need to be adjusted to data sources before usage.

12.103.2 Requirements

The below requirements are needed on the host that executes this module.
¢ ansible>=2.9.0

12.103.3 FortiManager Version Compatibility

12.103.4 Parameters

12.103.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.103.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dvmdb_metafields_adom:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
dvmdb_metafields_adom:
importance: <value in [optional, required]>
length: <value of integer>
name: <value of string>
status: <value in [disable, enable]l>
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12.103.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.103.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.103.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.104 fmgr_dvmdb_metafields_device

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.104.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.104.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.104.3 FortiManager Version Compatibility
12.104.4 Parameters

12.104.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.104.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dvmdb_metafields_device:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
dvmdb_metafields_device:
importance: <value in [optional, required]>
length: <value of integer>
name: <value of string>
status: <value in [disable, enable]l>

12.104.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.104.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.104.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.105 fmgr_dvmdb_metafields_group

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.105.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.105.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.105.3 FortiManager Version Compatibility
12.105.4 Parameters

12.105.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.105.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dvmdb_metafields_group:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
dvmdb_metafields_group:
importance: <value in [optional, required]>
length: <value of integer>
name: <value of string>
status: <value in [disable, enable]>

12.105.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.105.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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12.105.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.106 fmgr_dvmdb_revision — ADOM revision table.

New in version 2.10.

Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.106.1 Synopsis

 This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.106.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.106.3 FortiManager Version Compatibility
12.106.4 Parameters

12.106.5 Notes
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Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters

workspace_locking_adom and workspace_locking_timeout help do the work.
* To create or update an object, use state: present directive.

» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.106.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: no description
fmgr_dvmdb_revision:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dvmdb_revision:
created by: <value of string>
created time: <value of integer>
desc: <value of string>
locked: <value of integer>
name: <value of string>
version: <value of integer>

12.106.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.106.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.106.9 Authors

* Link Zheng (@chillancezen)
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e Jie Xue (@JieX19)
¢ Frank Shen (@fshen01)
* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.107 fmgr_dvmdb_script — Script table.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.107.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.107.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.107.3 FortiManager Version Compatibility
12.107.4 Parameters

12.107.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.
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* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.107.6 Examples

- hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: enable workspace mode
fmgr_system_global:
system _global:
adom-status: enable
workspace-mode: normal

- name: Script table.
fmgr_dvmdb_script:
bypass_validation: False
adom: root
state: present
workspace_locking adom: 'root'
dvmdb_script:
content: 'ansiblt-test'
name: 'fooscript000'
target: device_database
type: cli

- name: verify script table
fmgr_fact:
facts:
selector: 'dvmdb_script'
params:
adom: 'root'
script: 'fooscript000'
register: info
failed when: info.meta.response_code != 0

- name: restore workspace mode
fmgr_system global:
system_global:
adom-status: enable
workspace-mode: disabled

- name: gathering fortimanager facts
hosts: fortimanager00
gather_facts: no
connection: httpapi

(continues on next page)
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(continued from previous page)

collections:
— fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_ port: 443

tasks:
- name: retrieve all the scripts in the device
fmgr_ fact:
facts:
selector: 'dvmdb_script'
params:

adom: 'ansible'
script: 'your_value'
— hosts: fortimanager00
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: Script table.
fmgr_dvmdb_script:
bypass_validation: False
adom: ansible
state: present
dvmdb_script:
content: 'ansiblt-test'
name: 'ansible-test'
target: device_database
type: cli
- name: Apply a script to device
hosts: fortimanagerOl
gather_facts: no
connection: httpapi
collections:
- fortinet.fortimanager
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible httpapi_port: 443
device_adom: 'root'
script_name: 'FooScript'
device_name: 'CustomHostName'
device_vdom: 'root'
tasks:
— name: Create a Script to later execute
fmgr_dvmdb_script:
adom: '{{ device adom }}"
state: 'present'
dvmdb_script:

name: '{{ script_name }}'
desc: 'A script created via Ansible'’
content: |

(continues on next page)
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(continued from previous page)

type: 'cli'
— name: Run the Script
fmgr_dvmdb_script_execute:
adom: '{{ device adom }}"
dvmdb_script_execute:
adom: '{{ device_adom }}'

script: '{{ script_name }}'
scope:
- name: '{{ device_name }}'
vdom: '{{ device_vdom }}'

register: running_task
— name: Inspect the Task Status

fmgr_fact:
facts:
selector: 'task_task'
params:
task: '{{running_task.meta.response_data.task}}"'

register: taskinfo
until: taskinfo.meta.response_data.percent == 100
retries: 30
delay: 3
failed when: taskinfo.meta.response_data.state == 'error'

12.107.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.107.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.107.9 Authors

* Link Zheng (@chillancezen)
* Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.108 fmgr_dvmdb_script_objectmember — Script table.

New in version 2.10.
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Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
* Return Values

e Status

e Authors

12.108.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.108.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.108.3 FortiManager Version Compatibility
12.108.4 Parameters

12.108.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.108.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dvmdb_script_objectmember:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
script: <your own value>
state: <value in [present, absent]>
dvmdb_script_objectmember:
name: <value of string>
vdom: <value of string>

12.108.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.108.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.108.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.109 fmgr_dvmdb_script_scriptschedule — Script schedule table.

New in version 2.10.
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Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.109.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.109.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.109.3 FortiManager Version Compatibility
12.109.4 Parameters

12.109.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.109.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dvmdb_script_scriptschedule:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
script: <your own value>
state: <value in [present, absent]>
dvmdb_script_scriptschedule:
datetime: <value of string>
day_of week: <value in [unknown, sun, mon, ...]>
device: <value of integer>
name: <value of string>
run_on_db: <value in [disable, enable]>
type: <value in [auto, onetime, daily, ...]>

12.109.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.109.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.109.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.110 fmgr_dynamic_address

New in version 2.10.
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Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
* Return Values

e Status

e Authors

12.110.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.110.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.110.3 FortiManager Version Compatibility
12.110.4 Parameters

12.110.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.110.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_address:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dynamic_address:
default: <value of string>
description: <value of string>
dynamic_addr_mapping:
addr: <value of string>
id: <value of integer>
name: <value of string>

12.110.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.110.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.110.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.111 fmgr_dynamic_address_dynamicaddrmapping

New in version 2.10.
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Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
* Return Values

e Status

e Authors

12.111.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.111.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.111.3 FortiManager Version Compatibility
12.111.4 Parameters

12.111.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.111.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_address_dynamicaddrmapping:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
address: <your own value>
state: <value in [present, absent]>
dynamic_address_dynamicaddrmapping:
addr: <value of string>
id: <value of integer>

12.111.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.111.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.111.9 Authors

* Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.112 fmgr_dynamic_certificate_local

New in version 2.10.
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Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.112.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.112.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.112.3 FortiManager Version Compatibility
12.112.4 Parameters

12.112.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.112.6 Examples
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- hosts: fortimanager-inventory
collections:

— fortinet.fortimanager
connection:
vars:

ansible_httpapi_use_ssl:

httpapi
True
ansible_httpapi_port:

tasks:
- name:

443
no description

bypass_validation: False
workspace_locking adom: <va
workspace_locking timeout:
rc_succeeded:
rc_failed:
adom: <your own value>
state: <value in [present,
dynamic_certificate_local:
description: <value of s
dynamic_mapping:

,3’

-]

[OI 72/

[721

I

scope:

<value
vdom: <value

local-cert: <value

<value of string>

name:

name:

ansible_httpapi_validate_certs:

False

fmgr_dynamic_certificate_local:

lue in
300
-1

[global, custom adom including root]>

absent]>

tring>

of string>
of string>
of string>

12.112.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common

return_values.html#common-return-values, the

12.112.8 Status

following are the fields unique to this module:

* This module is not guaranteed to have a backwards compatible interface.

12.112.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)
Hongbin Lu (@fgtdev-hblu)

Hint:

If you notice any issues in this documentation, you can create a pull request to improve it.
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12.113 fmgr_dynamic_certificate_local_dynamicmapping

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.113.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.113.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.113.3 FortiManager Version Compatibility
12.113.4 Parameters

12.113.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.113.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_certificate_local_dynamicmapping:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
local: <your own value>
state: <value in [present, absent]>
dynamic_certificate_local_dynamicmapping:
_scope:
name: <value of string>
vdom: <value of string>
local-cert: <value of string>

12.113.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.113.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.113.9 Authors

Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.114 fmgr_dynamic_input_interface

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.114.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.114.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.114.3 FortiManager Version Compatibility
12.114.4 Parameters

12.114.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.114.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_input_interface:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dynamic_input_interface:
default-mapping: <value in [disable, enable]>
defmap-intf: <value of string>
description: <value of string>
dynamic_mapping:

_scope:
name: <value of string>
vdom: <value of string>
local-intf: <value of string>
name: <value of string>
skip—unmapped: <value in [disable, enable]>

12.114.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.114.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.114.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.115 fmgr_dynamic_input_interface_dynamicmapping

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.115.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.115.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.115.3 FortiManager Version Compatibility
12.115.4 Parameters

12.115.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.

» To delete an object, use state: absent directive
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* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.115.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_input_interface_dynamicmapping:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
interface: <your own value>
state: <value in [present, absent]>
dynamic_input_interface_dynamicmapping:
_scope:
name: <value of string>
vdom: <value of string>
local-intf: <value of string>

12.115.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.115.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.115.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.116 fmgr_dynamic_interface

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.116.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.116.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.116.3 FortiManager Version Compatibility
12.116.4 Parameters

12.116.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.116.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_interface:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dynamic_interface:
color: <value of integer>
default-mapping: <value in [disable, enable]>
defmap-intf: <value of string>
defmap-intrazone-deny: <value in [disable, enable]>
defmap-zonemember: <value of string>
description: <value of string>
dynamic_mapping:
_scope:
name: <value of string>
vdom: <value of string>
egress—-shaping-profile: <value of string>
intrazone-deny: <value in [disable, enable]>
local-intf: <value of string>
ingress-shaping-profile: <value of string>
egress—-shaping-profile: <value of string>
name: <value of string>
single—-intf: <value in [disable, enable]>
ingress-shaping-profile: <value of string>
platform mapping:
egress—-shaping-profile: <value of string>
ingress—shaping-profile: <value of string>
intf-zone: <value of string>
intrazone-deny: <value in [disable, enable]>
name: <value of string>
wildcard: <value in [disable, enable]>
wildcard-intf: <value of string>
zone-only: <value in [disable, enable]>

12.116.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common

return_values.html#common-return-values, the following are the fields unique to this module:
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12.116.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.116.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.117 fmgr_dynamic_interface_dynamicmapping

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.117.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.117.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.117.3 FortiManager Version Compatibility
12.117.4 Parameters

12.117.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.117.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_interface_dynamicmapping:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
interface: <your own value>
state: <value in [present, absent]>
dynamic_interface_dynamicmapping:
_scope:
name: <value of string>
vdom: <value of string>
egress—-shaping-profile: <value of string>
intrazone—-deny: <value in [disable, enable]>
local—-intf: <value of string>
ingress-shaping-profile: <value of string>

12.117.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.117.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.117.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.118 fmgr_dynamic_interface_platformmapping

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.118.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.118.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.118.3 FortiManager Version Compatibility
12.118.4 Parameters

12.118.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.118.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_interface_platformmapping:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
interface: <your own value>
state: <value in [present, absent]>
dynamic_interface_platformmapping:
egress—-shaping-profile: <value of string>
ingress-shaping-profile: <value of string>
intf-zone: <value of string>
intrazone-deny: <value in [disable, enable]>
name: <value of string>

12.118.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.118.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.118.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.119 fmgr_dynamic_ippool

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.119.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.119.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.119.3 FortiManager Version Compatibility
12.119.4 Parameters

12.119.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.119.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_ippool:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dynamic_ippool:
description: <value of string>
name: <value of string>

12.119.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.119.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.119. fmgr_dynamic_ippool 289



https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Fortinet FortiManager Ansible Collection, Release 2.1.6

12.119.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.120 fmgr_dynamic_multicast_interface

New in version 2.10.

Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.120.1 Synopsis

 This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.120.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.120.3 FortiManager Version Compatibility
12.120.4 Parameters

12.120.5 Notes
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Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters

workspace_locking_adom and workspace_locking_timeout help do the work.
* To create or update an object, use state: present directive.

» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.120.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: no description
fmgr_dynamic_multicast_interface:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dynamic_multicast_interface:
default-mapping: <value in [disable, enable]>
defmap-intf: <value of string>
description: <value of string>
dynamic_mapping:

_scope:
name: <value of string>
vdom: <value of string>
local-intf: <value of string>
name: <value of string>
zone-only: <value in [disable, enable]>

12.120.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:
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12.120.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.120.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.121 fmgr_dynamic_multicast_interface_dynamicmapping

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.121.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.121.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

292 Chapter 12. Object Oriented Modules



Fortinet FortiManager Ansible Collection, Release 2.1.6

12.121.3 FortiManager Version Compatibility
12.121.4 Parameters

12.121.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.121.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_multicast_interface_dynamicmapping:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
interface: <your own value>
state: <value in [present, absent]>
dynamic_multicast_interface_dynamicmapping:
_scope:
name: <value of string>
vdom: <value of string>
local-intf: <value of string>

12.121.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:
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12.121.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.121.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.122 fmgr_dynamic_vip

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.122.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.122.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.122.3 FortiManager Version Compatibility
12.122.4 Parameters

12.122.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.122.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_vip:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dynamic_vip:
description: <value of string>
name: <value of string>

12.122.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.122.8 Status

* This module is not guaranteed to have a backwards compatible interface.
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12.122.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.123 fmgr_dynamic_virtualwanlink_members

New in version 2.10.

Synopsis

* Requirements

 FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.123.1 Synopsis

 This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.123.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.123.3 FortiManager Version Compatibility
12.123.4 Parameters

12.123.5 Notes
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Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters

workspace_locking_adom and workspace_locking_timeout help do the work.
* To create or update an object, use state: present directive.

» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.123.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
— name: no description
fmgr_dynamic_virtualwanlink_ members:
bypass_validation: False

workspace_locking adom: <value in [global, custom adom including root]>

workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dynamic_virtualwanlink members:
comment: <value of string>
cost: <value of integer>
detect-failtime: <value of integer>
detect-http—-get: <value of string>
detect-http-match: <value of string>
detect-http-port: <value of integer>
detect—-interval: <value of integer>
detect-protocol: <value in [ping, tcp-echo, udp-echo, ...]>
detect-recoverytime: <value of integer>
detect-server: <value of string>
detect-timeout: <value of integer>
dynamic_mapping:
_scope:
name: <value of string>
vdom: <value of string>
comment: <value of string>
cost: <value of integer>
detect-failtime: <value of integer>
detect-http-get: <value of string>
detect-http-match: <value of string>

(continues on next page)
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(continued from previous page)

detect-http-port: <value of integer>
detect-interval: <value of integer>
detect-protocol: <value in [ping, tcp-echo, udp-echo, ...]1>
detect-recoverytime: <value of integer>
detect-server: <value of string>
detect-timeout: <value of integer>
gateway: <value of string>
gateway6: <value of string>
ingress-spillover—-threshold: <value of integer>
interface: <value of string>
priority: <value of integer>
source: <value of string>
source6: <value of string>
spillover-threshold: <value of integer>
status: <value in [disable, enablel>
volume-ratio: <value of integer>
weight: <value of integer>

gateway: <value of string>

gateway6: <value of string>

ingress-spillover-threshold: <value of integer>

interface: <value of string>

name: <value of string>

priority: <value of integer>

source: <value of string>

source6: <value of string>

spillover—threshold: <value of integer>

status: <value in [disable, enable]l>

volume-ratio: <value of integer>

weight: <value of integer>

12.123.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.123.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.123.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)
Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.124 fmgr_dynamic_virtualwanlink_members_dynamicmapping

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.124.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.124.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.124.3 FortiManager Version Compatibility
12.124.4 Parameters

12.124.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.124.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_virtualwanlink members_dynamicmapping:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
members: <your own value>
state: <value in [present, absent]>
dynamic_virtualwanlink_members_dynamicmapping:
_scope:
name: <value of string>
vdom: <value of string>
comment: <value of string>
cost: <value of integer>
detect-failtime: <value of integer>
detect-http—-get: <value of string>
detect-http-match: <value of string>
detect-http-port: <value of integer>
detect—-interval: <value of integer>
detect-protocol: <value in [ping, tcp-echo, udp-echo, ...]>
detect-recoverytime: <value of integer>
detect-server: <value of string>
detect-timeout: <value of integer>
gateway: <value of string>
gateway6: <value of string>
ingress-spillover-threshold: <value of integer>
interface: <value of string>
priority: <value of integer>
source: <value of string>
source6: <value of string>
spillover—-threshold: <value of integer>
status: <value in [disable, enable]>
volume-ratio: <value of integer>
weight: <value of integer>

12.124.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:
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12.124.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.124.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.125 fmgr_dynamic_virtualwanlink_neighbor

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.125.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.125.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.125.3 FortiManager Version Compatibility
12.125.4 Parameters

12.125.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.125.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_virtualwanlink_neighbor:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
dynamic_virtualwanlink_neighbor:
description: <value of string>
dynamic_mapping:
_scope:
name: <value of string>
vdom: <value of string>
description: <value of string>
ip: <value of string>
role: <value in [primary, secondary, standalone]>
ip: <value of string>
name: <value of string>
role: <value in [primary, secondary, standalonel]>
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12.125.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.125.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.125.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.126 fmgr_dynamic_virtualwanlink_neighbor_dynamicmapping

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.126.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.126.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.126.3 FortiManager Version Compatibility

12.126.4 Parameters

12.126.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.126.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_virtualwanlink neighbor_ dynamicmapping:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
neighbor: <your own value>
state: <value in [present, absent]>
dynamic_virtualwanlink_ neighbor_ dynamicmapping:
_scope:
name: <value of string>
vdom: <value of string>
description: <value of string>
ip: <value of string>
role: <value in [primary, secondary, standalonel]>
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12.126.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.126.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.126.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.127 fmgr_dynamic_virtualwanlink_server

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.127.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.127.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.127.3 FortiManager Version Compatibility

12.127.4 Parameters

12.127.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.127.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_virtualwanlink server:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
state: <value in [present, absent]>
dynamic_virtualwanlink_server:
description: <value of string>
dynamic_mapping:

_scope:
name: <value of string>
vdom: <value of string>
server: <value of string>

(continues on next page)
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(continued from previous page)

name: <value of string>
server: <value of string>

12.127.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.127.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.127.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.128 fmgr_dynamic_virtualwanlink_server_dynamicmapping

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.128.1 Synopsis

* This module is able to configure a FortiManager device.
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» Examples include all parameters and values need to be adjusted to data sources before usage.

12.128.2 Requirements

The below requirements are needed on the host that executes this module.
¢ ansible>=2.9.0

12.128.3 FortiManager Version Compatibility

12.128.4 Parameters

12.128.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.

To delete an object, use state: absent directive

Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.128.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_virtualwanlink server_ dynamicmapping:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
server: <your own value>
state: <value in [present, absent]>
dynamic_virtualwanlink_ server_ dynamicmapping:
_scope:
name: <value of string>
vdom: <value of string>
server: <value of string>
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12.128.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.128.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.128.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.129 fmgr_dynamic_vpntunnel

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.129.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.129.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.129.3 FortiManager Version Compatibility

12.129.4 Parameters

12.129.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.129.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_vpntunnel:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
state: <value in [present, absent]>
dynamic_vpntunnel:
description: <value of string>
dynamic_mapping:

_scope:
name: <value of string>
vdom: <value of string>
local-ipsec: <value of string>
name: <value of string>
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12.129.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.129.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.129.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.130 fmgr_dynamic_vpntunnel_dynamicmapping

New in version 2.10.

Synopsis
* Requirements

 FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.130.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.130.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.130.3 FortiManager Version Compatibility

12.130.4 Parameters

12.130.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.130.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_dynamic_vpntunnel_ dynamicmapping:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
vpntunnel: <your own value>
state: <value in [present, absent]>
dynamic_vpntunnel_ dynamicmapping:
_scope:
name: <value of string>
vdom: <value of string>
local-ipsec: <value of string>
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12.130.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.130.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.130.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.131 fmgr_emailfilter_blockallowlist
block/allow list.

Configure anti-spam

New in version 2.10.

Synopsis

* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.131.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.
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12.131.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.131.3 FortiManager Version Compatibility

12.131.4 Parameters

12.131.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.131.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter blockallowlist:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
state: <value in [present, absent]>
emailfilter blockallowlist:
comment: <value of string>
entries:
action: <value in [spam, clear, reject]>
addr-type: <value in [ipv4, ipv6]>
email-pattern: <value of string>
id: <value of integer>
ip4-subnet: <value of string>

(continues on next page)
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(continued from previous page)

ip6-subnet: <value of string>
pattern-type: <value in [wildcard, regexp]>
status: <value in [disable, enable]>
type: <value in [ip, email, email-to, ...]>
pattern: <value of string>

id: <value of integer>

name: <value of string>

12.131.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.131.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.131.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.132 fmgr_emailfilter_blockallowlist_entries - Anti-spam
block/allow entries.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters
e Notes
* Examples

e Return Values

e Status
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e Authors I

12.132.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.132.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.132.3 FortiManager Version Compatibility
12.132.4 Parameters

12.132.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
 To delete an object, use state: absent directive

e Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.132.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter blockallowlist_entries:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...1]

(continues on next page)
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(continued from previous page)

adom: <your own value>
block—-allow-1list: <your own value>
state: <value in [present, absent]>
emailfilter blockallowlist_entries:
action: <value in [spam, clear, reject]>
addr-type: <value in [ipv4, ipv6]>
email-pattern: <value of string>
id: <value of integer>
ip4-subnet: <value of string>
ip6-subnet: <value of string>
pattern-type: <value in [wildcard, regexp]>
status: <value in [disable, enable]l>
type: <value in [ip, email, email-to, ...]>
pattern: <value of string>

12.132.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.132.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.132.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.133 fmgr_emailfilter_bwl — Configure anti-spam black/white list.

New in version 2.10.

* Synopsis
* Requirements
» FortiManager Version Compatibility

e Parameters

e Notes
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Examples

Return Values
Status

Authors

12.133.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.133.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.133.3 FortiManager Version Compatibility
12.133.4 Parameters

12.133.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.

* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.133.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter bwl:

(continues on next page)
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bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
emailfilter bwl:
comment: <value of string>
entries:
action: <value in [spam, clear, reject]>
addr-type: <value in [ipv4, ipv6]>
email-pattern: <value of string>
id: <value of integer>
ip4-subnet: <value of string>
ip6-subnet: <value of string>
pattern-type: <value in [wildcard, regexp]>
status: <value in [disable, enable]>
type: <value in [ip, email]>
id: <value of integer>
name: <value of string>

12.133.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.133.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.133.9 Authors

Link Zheng (@chillancezen)
* Jie Xue (@JieX19)

Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.134 fmgr_emailfilter_bwl_entries — Anti-spam black/white list en-
tries.

New in version 2.10.
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Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
* Return Values

e Status

e Authors

12.134.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.134.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.134.3 FortiManager Version Compatibility
12.134.4 Parameters

12.134.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.134.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter bwl_entries:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
bwl: <your own value>
state: <value in [present, absent]>
emailfilter bwl_entries:
action: <value in [spam, clear, reject]>
addr-type: <value in [ipv4, ipv6]>
email-pattern: <value of string>
id: <value of integer>
ipd4-subnet: <value of string>
ip6-subnet: <value of string>
pattern-type: <value in [wildcard, regexp]>
status: <value in [disable, enable]>
type: <value in [ip, email]>

12.134.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.134.8 Status

» This module is not guaranteed to have a backwards compatible interface.

12.134.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.135 fmgr_emailfilter_bword — Configure AntiSpam banned word
list.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.135.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.135.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.135.3 FortiManager Version Compatibility
12.135.4 Parameters

12.135.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.135.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter bword:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
emailfilter bword:
comment: <value of string>
entries:
action: <value in [spam, clear]>
id: <value of integer>
language: <value in [western, simch, trach, ...]>
pattern: <value of string>
pattern-type: <value in [wildcard, regexp]>
score: <value of integer>
status: <value in [disable, enable]>
where: <value in [all, subject, body]>
id: <value of integer>
name: <value of string>

12.135.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.135.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.135.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.136 fmgr_emailfilter_bword_entries — Spam filter banned word.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.136.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.136.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.136.3 FortiManager Version Compatibility
12.136.4 Parameters

12.136.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.

» To delete an object, use state: absent directive
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* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to

fail or succeed with parameters rc_failed and rc_succeeded

12.136.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter bword entries:
bypass_validation: False

workspace_locking adom: <value in [global, custom adom including root]>

workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
bword: <your own value>
state: <value in [present, absent]>
emailfilter bword_entries:
action: <value in [spam, clear]>
id: <value of integer>
language: <value in [western, simch, trach,
pattern: <value of string>
pattern-type: <value in [wildcard, regexp]>
score: <value of integer>
status: <value in [disable, enable]>
where: <value in [all, subject, body]>

1>

12.136.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.136.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.136.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

12.136. fmgr_emailfilter_bword_entries — Spam filter banned word.
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.137 fmgr_emailfilter_dnsbl — Configure AntiSpam DNSBL/ORBL.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.137.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.137.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.137.3 FortiManager Version Compatibility
12.137.4 Parameters

12.137.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.

» To delete an object, use state: absent directive
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* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.137.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter_dnsbl:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
state: <value in [present, absent]>
emailfilter dnsbl:
comment: <value of string>
entries:
action: <value in [spam, reject]>
id: <value of integer>
server: <value of string>
status: <value in [disable, enable]l>
id: <value of integer>
name: <value of string>

12.137.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.137.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.137.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.138 fmgr_emailfilter_dnsbl_entries — Spam filter DNSBL and
ORBL server.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.138.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.138.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.138.3 FortiManager Version Compatibility
12.138.4 Parameters

12.138.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
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* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.138.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_ httpapi_ port: 443
tasks:
- name: no description
fmgr_emailfilter_dnsbl_entries:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
dnsbl: <your own value>
state: <value in [present, absent]>
emailfilter dnsbl_entries:
action: <value in [spam, reject]>
id: <value of integer>
server: <value of string>
status: <value in [disable, enable]>

12.138.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.138.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.138.9 Authors

Link Zheng (@chillancezen)
* Jie Xue (@JieX19)

Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.139 fmgr_emailfilter_fortishield — Configure FortiGuard - Anti-
Spam.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.139.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.139.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.139.3 FortiManager Version Compatibility
12.139.4 Parameters

12.139.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
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* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.139.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_ httpapi_ port: 443
tasks:
- name: no description
fmgr_emailfilter fortishield:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
emailfilter fortishield:
spam—-submit-force: <value in [disable, enable]>
spam-submit-srv: <value of string>
spam—-submit-txt2htm: <value in [disable, enable]>

12.139.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.139.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.139.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.140 fmgr_emailfilter_iptrust — Configure AntiSpam IP trust.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.140.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.140.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.140.3 FortiManager Version Compatibility
12.140.4 Parameters

12.140.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

332 Chapter 12. Object Oriented Modules



Fortinet FortiManager Ansible Collection, Release 2.1.6

12.140.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter iptrust:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
emailfilter iptrust:
comment: <value of string>
entries:
addr-type: <value in [ipv4, ipv6]>
id: <value of integer>
ip4-subnet: <value of string>
ip6-subnet: <value of string>
status: <value in [disable, enable]l>
id: <value of integer>
name: <value of string>

12.140.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.140.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.140.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.141 fmgr_emailfilter_iptrust_entries — Spam filter trusted IP ad-
dresses.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.141.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.141.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.141.3 FortiManager Version Compatibility
12.141.4 Parameters

12.141.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.141.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter iptrust_entries:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
iptrust: <your own value>
state: <value in [present, absent]>
emailfilter iptrust_entries:
addr-type: <value in [ipv4, ipv6]>
id: <value of integer>
ipd4-subnet: <value of string>
ip6-subnet: <value of string>
status: <value in [disable, enable]>

12.141.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.141.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.141.9 Authors

Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.142 fmgr_emailfilter_mheader - Configure AntiSpam MIME
header.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.142.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.142.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.142.3 FortiManager Version Compatibility
12.142.4 Parameters

12.142.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.142.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter mheader:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
emailfilter mheader:
comment: <value of string>
entries:
action: <value in [spam, clear]>
fieldbody: <value of string>
fieldname: <value of string>
id: <value of integer>
pattern-type: <value in [wildcard, regexp]>
status: <value in [disable, enable]>
id: <value of integer>
name: <value of string>

12.142.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.142.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.142.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

¢ Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.143 fmgr_emailfilter_mheader_entries — Spam filter mime header
content.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples

Return Values

e Status

Authors

12.143.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.143.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.143.3 FortiManager Version Compatibility
12.143.4 Parameters

12.143.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.143.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter mheader_entries:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
mheader: <your own value>
state: <value in [present, absent]>
emailfilter mheader_entries:
action: <value in [spam, clear]>
fieldbody: <value of string>
fieldname: <value of string>
id: <value of integer>
pattern-type: <value in [wildcard, regexp]>
status: <value in [disable, enable]>

12.143.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.143.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.143.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.144 fmgr_emailfilter_options — Configure AntiSpam options.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.144.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.144.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.144.3 FortiManager Version Compatibility
12.144.4 Parameters

12.144.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.144.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter options:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
emailfilter options:
dns-timeout: <value of integer>

12.144.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

12.144.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.144.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.145 fmgr_emailfilter_profile — Configure Email Filter profiles.

New in version 2.10.

* Synopsis I
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* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.145.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.145.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.145.3 FortiManager Version Compatibility

12.145.4 Parameters

12.145.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.145.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:

(continues on next page)
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(continued from previous page)

ansible_httpapi_use_ssl: True

tasks:

ansible httpapi_validate_certs: False
ansible_ httpapi_port: 443
- name: no description

fmgr_emailfilter profile:
bypass_validation: False
workspace_locking adom: <value in
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present,
emailfilter profile:
comment :

[global,

absent]>

<value of string>
external: [disable,
name: <value of string>
options:

- bannedword

- spambwl

- spamfsip

- spamfssubmit

- spamfschksum

- spamfsurl

— spamhelodns

- spamraddrdns

- spamrbl

— spamhdrcheck

— spamfsphish

- spambal

- spamfgip

- spamfgsubmit

- spamfgchksum

- spamfgurl

— spamfgphish
replacemsg—-group:
spam-bwl-table: <value of string>
spam-bword-table: <value of string>
spam-bword-threshold: <value of integer>
spam—filtering: <value in [disable, enab
spam—-iptrust-table: <value of string>
spam—-log: [disable, enable]>
spam—log-fortiguard-response: <value in
spam—-mheader-table: <value of string>
spam-rbl-table: <value of string>

<value in enable]>

<value of string>

<value in

feature-set: <value in [proxy, flow]>
gmail:
log: <value in [disable, enable]>
log-all: <value in [disable, enable]>
imap:
action: <value in [pass, tagl>
log: <value in [disable, enable]>
log-all: <value in [disable, enable]>
tag-msg: <value of string>
tag-type:
- subject
— header

custom adom including root]>

le]>

[disable,

enable] >

(continues on next page)
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(continued from previous page)

- spaminfo

mapi:

action: <value in [pass, discard]>

log: <value in [disable, enable]>

log-all: <value in [disable, enable]>
msn-hotmail:

log: <value in [disable, enable]>

log-all: <value in [disable, enable]>
other-webmails:

log-all: <value in [disable, enable]l>
pop3:

action: <value in [pass, tag]>

log: <value in [disable, enable]>

log-all: <value in [disable, enable]>

tag-msg: <value of string>

tag-type:
- subject
— header
- spaminfo
smtp:

action: <value in [pass, tag, discard]>
hdrip: <value in [disable, enable]l>
local-override: <value in [disable, enable]>
log: <value in [disable, enable]>
log-all: <value in [disable, enable]>
tag-msg: <value of string>
tag-type:

- subject

— header

- spaminfo

spam-bal-table: <value of string>

12.145.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.145.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.145.9 Authors

 Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.146 fmgr_emailfilter_profile_filefilter — File filter.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.146.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.146.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.146.3 FortiManager Version Compatibility
12.146.4 Parameters

12.146.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.146.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter_profile filefilter:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
emailfilter profile filefilter:
entries:
action: <value in [log, block]>
comment: <value of string>
encryption: <value in [any, yes]>
file-type: <value of string>
filter: <value of string>
password-protected: <value in [any, yes]>
protocol:
- smtp
- imap
- pop3
log: <value in [disable, enable]>
scan—archive-contents: <value in [disable, enable]>
status: <value in [disable, enable]>

12.146.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.146.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.146.9 Authors

Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)
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Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.147 fmgr_emailfilter_profile_filefilter_entries — File filter entries.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.147.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.147.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.147.3 FortiManager Version Compatibility
12.147.4 Parameters

12.147.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.

» To delete an object, use state: absent directive
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* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.147.6 Examples

- hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_ httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter profile filefilter entries:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, 3, ...]
adom: <your own value>
profile: <your own value>
state: <value in [present, absent]>
emailfilter profile filefilter entries:
action: <value in [log, block]>
comment: <value of string>
encryption: <value in [any, yes]>
file-type: <value of string>
filter: <value of string>
password-protected: <value in [any, yes]>
protocol:
- smtp
- imap
- pop3

12.147.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common _
return_values.html#common-return-values, the following are the fields unique to this module:

12.147.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.147.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)
¢ Frank Shen (@fshen01)
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* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.148 fmgr_emailfilter_profile_gmail — Gmail.

New in version 2.10.

* Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.148.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.148.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.148.3 FortiManager Version Compatibility
12.148.4 Parameters

12.148.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
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* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.148.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible_ httpapi_ port: 443
tasks:
- name: no description
fmgr_emailfilter profile gmail:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
emailfilter profile gmail:
log: <value in [disable, enable]>
log-all: <value in [disable, enable]>

12.148.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.148.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.148.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.
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12.149 fmgr_emailfilter_profile_imap — IMAP.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.149.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.149.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.149.3 FortiManager Version Compatibility
12.149.4 Parameters

12.149.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.149.6 Examples

- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter profile_ imap:
bypass_validation: False

workspace_locking adom: <value in [global,

workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
emailfilter profile_imap:
action: <value in [pass, tagl>
log: <value in [disable, enable]>
tag-msg: <value of string>
tag-type:
- subject
- header
- spaminfo
log-all: <value in [disable, enable]>

custom adom including root]>

12.149.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.149.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.149.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint:

If you notice any issues in this documentation, you can create a pull request to improve it.
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12.150 fmgr_emailfilter_profile_mapi — MAPI.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.150.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.150.2 Requirements

The below requirements are needed on the host that executes this module.

e ansible>=2.9.0

12.150.3 FortiManager Version Compatibility
12.150.4 Parameters

12.150.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
» To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded
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12.150.6 Examples

- hosts: fortimanager-inventory
collections:

— fortinet.fortimanager
connection:
vars:

ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs:

httpapi

False

ansible_httpapi_port: 443
tasks:
- name: no description

fmgr_emailfilter profile mapi:
bypass_validation: False
workspace_locking adom: <value in
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
emailfilter profile_mapi:

[global,

action: <value in [pass, discard]>
log: <value in [disable, enable]>
log-all: <value in [disable, enable]>

custom adom including root]>

12.150.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.150.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.150.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint:

If you notice any issues in this documentation, you can create a pull request to improve it.

12.151 fmgr_emailfilter_profile_msnhotmail — MSN Hotmail.

New in version 2.10.
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Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
* Return Values

e Status

e Authors

12.151.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.151.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.151.3 FortiManager Version Compatibility
12.151.4 Parameters

12.151.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.151.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter_ profile msnhotmail:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
emailfilter profile msnhotmail:
log: <value in [disable, enable]>
log-all: <value in [disable, enable]>

12.151.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.151.8 Status

 This module is not guaranteed to have a backwards compatible interface.

12.151.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.152 fmgr_emailfilter_profile_otherwebmails — Other supported
webmails.

New in version 2.10.
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Synopsis

* Requirements

* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.152.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.152.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.152.3 FortiManager Version Compatibility
12.152.4 Parameters

12.152.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.152.6 Examples
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- hosts: fortimanager-inventory
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs: False
ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter_ profile otherwebmails:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
emailfilter profile otherwebmails:
log-all: <value in [disable, enable]>

12.152.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.152.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.152.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.153 fmgr_emailfilter_profile_pop3 — POP3.

New in version 2.10.

* Synopsis

* Requirements
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* FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.153.1 Synopsis

* This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.153.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.153.3 FortiManager Version Compatibility
12.153.4 Parameters

12.153.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.153.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False

(continues on next page)
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(continued from previous page)

ansible_httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter profile_pop3:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
emailfilter profile_ pop3:
action: <value in [pass, tagl>
log: <value in [disable, enable]>
tag-msg: <value of string>
tag-type:
- subject
— header
- spaminfo
log—-all: <value in [disable, enable]>

12.153.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.153.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.153.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)
Frank Shen (@fshen(1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.154 fmgr_emailfilter_profile_smtp — SMTP.

New in version 2.10.

* Synopsis I
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* Requirements

» FortiManager Version Compatibility
* Parameters

* Notes

* Examples

* Return Values

e Status

e Authors

12.154.1 Synopsis

* This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.154.2 Requirements

The below requirements are needed on the host that executes this module.
* ansible>=2.9.0

12.154.3 FortiManager Version Compatibility

12.154.4 Parameters

12.154.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.154.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:

(continues on next page)
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(continued from previous page)

ansible_httpapi_use_ssl: True
ansible_ httpapi_validate_certs: False
ansible_ httpapi_port: 443
tasks:
- name: no description
fmgr_emailfilter profile_ smtp:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, -2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
profile: <your own value>
emailfilter profile_smtp:
action: <value in [pass, tag, discard]>
hdrip: <value in [disable, enable]>
local-override: <value in [disable, enable]>
log: <value in [disable, enable]>
tag-msg: <value of string>
tag-type:
- subiject
- header
- spaminfo
log-all: <value in [disable, enable]>

12.154.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common
return_values.html#common-return-values, the following are the fields unique to this module:

12.154.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.154.9 Authors

Link Zheng (@chillancezen)
Jie Xue (@JieX19)

Frank Shen (@fshenO1)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.155 fmgr_endpointcontrol_fctems — Configure FortiClient Enter-
prise Management Server (EMS) entries.

New in version 2.10.
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Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

Examples
e Return Values

e Status

e Authors

12.155.1 Synopsis

 This module is able to configure a FortiManager device.

» Examples include all parameters and values need to be adjusted to data sources before usage.

12.155.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0

12.155.3 FortiManager Version Compatibility
12.155.4 Parameters

12.155.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

 To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

¢ Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.155.6 Examples
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- hosts:
collections:
— fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible_httpapi_validate_certs:

fortimanager—-inventory

False

ansible_httpapi_port: 443
tasks:
- name: no description

fmgr_endpointcontrol_ fctems:
bypass_validation: False

workspace_locking adom: <value in [global,
workspace_locking timeout: 300
rc_succeeded: [0, -2, -3, ...]

rc_failed: [-2, -3, ...]

adom: <your own value>

state: <value in [present, absent]>

endpointcontrol_fctems:
call-timeout: <value of integer>
capabilities:
fabric-auth
silent-approval
websocket
websocket-malware
push-ca-certs
common-tags—api
certificate-fingerprint:
cloud-server-type: <value in

custom adom including root]>

<value of string>
[production,

alpha, betal>

fortinetone-cloud—authentication: <value in [disable, enable]>
https—-port: <value of integer>

name: <value of string>

out-of-sync-threshold: <value of integer>
preserve-ssl-session: <value in [disable, enable]>
pull-avatars: <value in [disable, enable]>

pull-malware-hash: <value in [disable, enable]>

pull-sysinfo: <value in [disable, enable]>
pull-tags: <value in [disable, enable]>
pull-vulnerabilities: <value in [disable, enable]>

server: <value of string>
source—-ip: <value of string>
websocket—-override:

<value in [disable,

enable]>

12.155.7 Return Values

Common return values are documented:

https://docs.ansible.com/ansible/latest/reference_appendices/common_

return_values.html#common-return-values, the following are the fields unique to this module:

12.155.8 Status

 This module is not guaranteed to have a backwards compatible interface.

364

Chapter 12. Object Oriented Modules



https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values
https://docs.ansible.com/ansible/latest/reference_appendices/common_return_values.html#common-return-values

Fortinet FortiManager Ansible Collection, Release 2.1.6

12.155.9 Authors

* Link Zheng (@chillancezen)
¢ Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.156 fmgr_extendercontroller_dataplan — FortiExtender dataplan
configuration.

New in version 2.10.

Synopsis

* Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

* Return Values

e Status

e Authors

12.156.1 Synopsis

* This module is able to configure a FortiManager device.

* Examples include all parameters and values need to be adjusted to data sources before usage.

12.156.2 Requirements

The below requirements are needed on the host that executes this module.

¢ ansible>=2.9.0
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12.156.3 FortiManager Version Compatibility
12.156.4 Parameters

12.156.5 Notes

Note:

* Running in workspace locking mode is supported in this FortiManager module, the top level parameters
workspace_locking_adom and workspace_locking_timeout help do the work.

* To create or update an object, use state: present directive.
* To delete an object, use state: absent directive

* Normally, running one module can fail when a non-zero rc is returned. you can also override the conditions to
fail or succeed with parameters rc_failed and rc_succeeded

12.156.6 Examples

— hosts: fortimanager-inventory
collections:
- fortinet.fortimanager
connection: httpapi
vars:
ansible_httpapi_use_ssl: True
ansible httpapi_validate_certs: False
ansible httpapi_port: 443
tasks:
- name: no description
fmgr_ extendercontroller_ dataplan:
bypass_validation: False
workspace_locking adom: <value in [global, custom adom including root]>
workspace_locking timeout: 300
rc_succeeded: [0, 2, 3, ...
rc_failed: [-2, -3, ...]
adom: <your own value>
state: <value in [present, absent]>
extendercontroller dataplan:
apn: <value of string>
auth-type: <value in [none, pap, chapl>
billing-date: <value of integer>
capacity: <value of integer>
carrier: <value of string>
icecid: <value of string>
modem—-id: <value in [all, modeml, modem2]>
monthly-fee: <value of integer>
name: <value of string>
overage: <value in [disable, enable]>
password: <value of string>
pdn: <value in [ipv4-only, ipvé-only, ipvé4-ipv6]>
preferred-subnet: <value of integer>
private—-network: <value in [disable, enable]>
signal-period: <value of integer>

(continues on next page)
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(continued from previous page)

signal-threshold: <value of integer>

slot: <value in [siml, sim2]>

status: <value in [disable, enable]l>

type: <value in [carrier, slot, iccid, ...]>
username: <value of string>

12.156.7 Return Values

Common return values are documented: https://docs.ansible.com/ansible/latest/reference_appendices/common_
return_values.html#common-return-values, the following are the fields unique to this module:

12.156.8 Status

* This module is not guaranteed to have a backwards compatible interface.

12.156.9 Authors

* Link Zheng (@chillancezen)
e Jie Xue (@JieX19)

¢ Frank Shen (@fshen01)

* Hongbin Lu (@fgtdev-hblu)

Hint: If you notice any issues in this documentation, you can create a pull request to improve it.

12.157 fmgr_extendercontroller_extenderprofile — FortiExtender ex-
tender profile configuration.

New in version 2.10.

Synopsis

Requirements

FortiManager Version Compatibility

Parameters

e Notes

* Examples

e Return Values

e Status

e Authors
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